PEOEPAITIBHAA CINYXXBA MO TEXHNYECKOMY N 3KCIMOPTHOMY
KOHTPOIO

NMPNKA3
oT 25 nekabps 2017 roga N 239

O6 ytBepxaeHun TpeboBaHun no obecnedeHnto 6e30MacHOCTU 3HAYUMMbIX
OOBEKTOB  KPUTUYECKOM  MH(POPMaUMOHHON  MHApacTpykTypbl  Poccuirckon
depepauymn

(c uameHeHnsamu Ha 20 doespans 2020 roga)

[OKYyMEHT C U3MEHEHUAMMWN, BHECEHHBLIMU:

npukasom PCTIK Poccum ot 9 asrycta 2018 roga N 138 (OdwmumansHbIn
WHTEepPHeT-nopTan npasoBoM UWHGopmauum www.pravo.gov.ru, 06.09.2018, N
0001201809060006);

npukazom PCTOK Poccum ot 26 mapta 2019 roga N 60 (OdwmuymansHbin
WHTEepPHeT-NnopTan npasBoBoM UWHGopmauum www.pravo.gov.ru, 19.04.2019, N
0001201904190031) (o nopsigke BCTYNSIEHUS B CUIy CM. NYHKT 2 npukazom PCTIK
Poccuu o1 26 mapta 2019 roga N 60);

npukasom PCTIK Poccum ot 20 deBpana 2020 roga N 35 (OdwmumanbHbIN
WHTEepPHeT-nopTan npasBoBoM uWHGopmauum www.pravo.gov.ru, 14.09.2020, N
0001202009140010) (o nopsioke BCTYNMEHUS B CUIly M3MEHEHWA CM. NYHKT 2
npukasa PCTIK Poccum ot 20 cheBpans 2020 roga N 35).

B cooTteBeTcTtBUM C nyHKTOM 4 YyacTtu 3 cTatbu 6 PegepanbHOro 3akoHa ot 26
mona 2017 r. N 187-¢3 "O 6e3onacHOCTU KPUTUYECKOW MHAOPMAaLIMOHHOM
nHdpacTpykTypbl Poccuiickon  Pepepaumn” (CobpaHne 3akoHogaTenscTBa
Poccuinckon depepaummn, 2017, N 31, c1.4736)

NpvKasblBalo:

YTBepautb npunaraemble TpeboBaHus no obecnedyeHno 6e3o0nacHOCTH
3HaYUMbIX  OBBLEKTOB  KPUTUYECKOM  MHAOPMALMOHHOM  MHAPACTPYKTYPbI
Poccuinckon denepaumn.

HAunpekTop

deneparnsHoOn Cnyx0Obl MO TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOJHO

B.CenuH
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3aperncTpupoBaHo

B MMHucTepcTBe toCcTULMN
Poccuinckon ®egepaumnm
26 mapta 2018 roga,
perncTtpaumoHHbI N 50524

TpeboBaHusA No odbecnevyeHNo 6€30MacHOCTHU
3HAYUMbIX OO BEKTOB KPUTUYECKOMU
MH(OpPMaLUNOHHON UHPPACTPYKTYPbI
Poccuuckoun ®epepauunmn

YTBEPXOEHDI

npukasom GCTIK Poccum
oT 25 nekabps 2017 roga N 239

(c uameHeHnsamu Ha 20 doespans 2020 roga)

. O6wMe nonoxeHus

1. Hactoauwme TpeboBaHusi paspaboTaHbl B COOTBETCTBUM C PeaepanbHbIM
3akoHOM oT 26 wwona 2017 r. N 187-®3 "O 6e30nacHOCTU KPUTUYECKOW
MHOPMaLIMOHHON MHAPACTPYKTYpbl Poccuinckon Pepepaumn” n HanpaereHbl Ha
obecrneyeHne yCTon4ymBoro (pyHKLMOHMPOBAHUSA 3HAYMMbIX OO BEKTOB KPUTUYECKOMN
NHPOPMaLMOHHON MHAGPACTPYKTYpbl Poccuinckon depepaunn (ganee - 3Ha4YmMMble
00beKTbI, KpUTudeckas MHGOPMAaLMOHHaa WHpaACcTpyKTypa) npu NpoBedeHun B
OTHOLLEHUWN HNX KOMMNbIOTEPHbIX aTak.

2. [lencTteune HacToswmx TpeboBaHM pacnpocTpaHSeTCsl Ha MHPOPMaLMOHHbIE
CUCTEMbI, aBTOMATU3UPOBAHHbLIE CUCTEMbl YNpaBfeHus, WHopMaLOHHO-
TENeKOMMYHUKALMOHHbIE CEeTW, KOTOpble OTHECEHbl K 3Ha4YMMbiM OObekTam
KPUTMYECKON MHGOPMALMOHHON MHAPACTPYKTYpbl B COOTBETCTBMM CO CTatben [
denepanbHoro 3akoHa oT 26 wmona 2017 r. N 187-&3 "O 6esonacHoctu
KpUTUYECKon nHdopmaLMoHHOW MHAPACTPYKTYpbl Poccuinckon Penepaummn”.

3. Mo pelweHnto cybbeKkTa KpUTUYECKOM WHOpMaLMOHHON MHAPACTPYKTYPbI
HacTosiume TpeboBaHMA MOryT NpPUMEHATbLCA ANA obecneyeHus 6e3onacHoOCTH
0OBEKTOB KPUTMYECKON WMH(POpMaLMOHHON WMHPACTPYKTYPbl, HE OTHECEHHbLIX K
3Ha4YUMbIM OB BEKTaM.
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4. ObecneyeHne 6e30NacHOCTM  3HAYUMbIX OOBLEKTOB, B  KOTOPbIX
obpabartbiBaeTCcA MHGOPMaLUs, COCTaBNAKWAS rOCYAAPCTBEHHYIO  TanHy,
OCYLLECTBIIAETCA B COOTBETCTBMM C 3aKoHoAaTenbcTtBoM Poccuinckon ®enepaumm
O rocygapCTBeHHOW TarHe.

5. Ona obecne4vyeHnss ©Oe30nacHOCTM 3HAYMMbIX OOBEKTOB, SABMNAIOLLMXCA
MHPOPMALIMOHHLIMU CUCTEMaMN NEPCOHarbHbIX AaHHbIX, HacTodwmne TpeboBaHus
NPUMEHSAIOTCA C y4yeToMm TpeboBaHUW K 3aumre NepcoHasbHbIX JaHHbIX Npu KX
obpaboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbLIX AAHHbIX, YTBEPXKAEHHbIX
noctaHoBneHueM [paButensctBa Poccurckon Pepepaumm ot 1 Hoa6pa 2012 r. N
1119 (CobpaHve 3akoHogaTenbcTBa Poccunckon ®epepauunn, 2012, N 45,
CT.6257).

Ona obecneyeHnss ©Oe30NacCHOCTU 3HAYUMbIX OOBEKTOB, ABMSAIOLUMXCS
rocyaapCTBEHHbIMM  WMHAOPMALMOHHBIMW  CUCTEMaMK, HacTosime TpeboBaHUA
NPUMEHSAIOTCA C ydeToM TpeboBaHur O 3aumte MHAOPMaLUK, He COCTaBAOLLEN
rOCYAAapPCTBEHHYIO TarHy, coAepxallencss B rocyaapCTBEHHbIX WMH(OPMaLMOHHbIX
cuctemax, yreepaeHHbix npukaszom PCTIOK Poccun ot 11 doespana 2013 r. N 17
(3apernctpuposaH MuHioctom Poccum 31 mast 2013 r., perncTtpaumoHHbin N 28608)
(C n3meHeHusaMn, BHeceHHbIMU npukasoM PCTIK Poccum ot 15 deBpana 2017 r. N
27 "O BHECEHUM Uu3MeHeHun B TpeboBaHua O 3aumre MHAOpMAaLUU, He
COCTaBNAOLEN TOCYOAPCTBEHHYIO TavHy, CoAepXalleWca B roCyaapCTBEHHbIX
NMHAOPMALIMOHHBIX cucTemax, yreepxaeHHble npukazom PCTIOK Poccum ot 11
despanga 2013 r. N 17" (3apeructpupoBaH MuHioctom Poccumn 14 mapta 2017 r.,
perncTpaunoHHbin N 45933).

6. besonacHOCTb 3HauUMMbIX OOBLEKTOB oObecrnevmBaeTca CcybbekTamu
KPUTMYECKON WMHAPOPMALMOHHOM MHPPaCTPYKTYpbl B pamMKkax (OyHKLMOHUPOBAHUA
cuctem 6es3onacHOCTM  3HaYMMbIX OOBEKTOB, CO34aBaeMblX CybbekTammu
KPUTMYECKON MHAOPMALMOHHON MHAPACTPYKTYpbl B COOTBETCTBUM CO cTatben 10
denepanbHoro 3akoHa o1 26 wmond 2017 r. N 187-&3 "O 6esonacHoctu
KpUTUYECKOonN MHdopMaLMOHHOW MHAPACTPYKTYpbl Poccuinckon Penepaummn”.

Il. Tpe6oBaHMA K 0b6ecne4vyeHunto 6e3onacHoCTN B xoae
co34aHuA, 3KcnnyaTtauum 1 BbiBoAa U3 3KcnnyaTtauum
3Ha4YMMbIX OO BLEKTOB
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7. ObecnevyeHne 6e30MacHOCTU 3HAYUMbIX ODBEKTOB SABMIAETCA COCTaBHOM
YacTbto paboT no co3gaHuio (MoaepHM3auuKn, nNpu  KOTOPOW U3MEHSAETCH
apxXuTEKTypa 3Ha4YMMoro obbekTa, B TOM Yucne nogcuctema ero 6e3onacHocTu, B
COOTBETCTBUM C OTAENbHbIM TEXHUYECKUM 33daHMEM Ha MOOEpPHU3aLUto
3Ha4YMMoro obbekta M (MNK) TEeXHUYEeCcKUM 3agaHveM (4acTHbIM TEXHUYECKUM
3afjaHneM) Ha MogepHu3aumo nogcucteMbl 6€30NacHOCTU 3HAYMMOro OBbeKTa
(Danee - mogepHu3auus), aKCNyaTauun 1 BbiBO4A M3 IKCMNSyaTauun 3HAYMMbIX
obbekToB. Mepbl no obecneyeHnto 6e30MacHOCTU  3HAYMMbIX ODBEKTOB
NPMHUMAIOTCA Ha BCEX CTaamsx (dTanax) UX >XM3HEHHOro LMKa.

(MyHKT B pepakumu, BBeAeHHOW B pgencteue ¢ 25 ceHTs6pa 2020 ropa
npukasom PCTIK Poccum ot 20 deBpana 2020 roga N 35.

8. Ha cTtagunax (atanax) »M3HEeHHOro LuKrna B xoge cosgaHuns (MogepHusaumm),
aKcnyaTaumm 1 BbiBoAa U3 3Kcnyataumm 3Ha4nmMoro o6 bekTa NpoBOAATCS:

a) ycTaHoBneHuve TpeboBaHMM K obecneyeHuto ©e30nacHOCTU  3HAYMMOro
00beKTa;

6) paspaboTka OpraHM3auMoOHHbIX M TEXHUYECKMX Mep no obecnedeHuto
6e30nacHOCTN 3HAYMMOro OO bEKTA;

B) BHEOPEHME OpraHM3auMOHHbIX W TEXHUYECKMX Mep Mo obecneyvyeHuto
©e3onacHOCTM 3Ha4YMMOro o6 bekTa 1 BBO €ro B AENCTBUE;

r) obecneyeHne 6e30nacHOCTU 3HAYMMOro 06 BLEKTA B XO4E ero aKcnyatauum;

n) obecneyeHne 6e30MacHOCTU 3HAYMMOro oOb6beKTa Mpu BbIBOAE €ro u3
aKcnnyartauum.

Pe3ynbTatbl peanu3auum MeponpusaTuiA, NPOBOAMMBIX AOns  obecneyeHus
6e3onacHOCTM 3HaAYMMOro obbekTa Ha cTagusax (3Tanax) ero XM3HEeHHOro LMKIa,
nognexar AOoKymeHTupoBaHuio. CocTaB M (popMbl LOKYMEHTOB OMNpPeaenstoTCs
CYOBbEKTOM KPUTUYECKOWN MHPOPMAaLMOHHON MHAPPACTPYKTYPLI.

9. [Ina 3HauyMMbIX OOBEKTOB, HaXOOAWMXCA B 3KCMfyaTauuu, HacToswme
TpeboBaHusa nognexar peanusauum B pamkax MoaepHuM3aumm Unv AOOCHALLEHMS
nogcuctem 6e3onacHOCTM 3KCMyaTUpyeMblX 3Ha4YnUMbIX 00 beKTOB. MoaepHusaums
WNN  JOOCHALLEHue noacucTem ©e3onacHocTun 3HAaYUMbIX  ODBEKTOB
OCYLLUECTBIISIETCA B MOpsiaKe, YCTAHOBMEHHOM HacToaummun TpeboBaHusMu Ons
co3faHnst 3HauyMMbliXx OOBLEKTOB M MX nogcucteM 6e30nacHOCTU, C  Y4ETOM
NMEIOLMXCA Y CYOBEKTOB KPUTMYECKOW WMHAOPMALMOHHON UWHAPaCTPYKTYpbl
nporpamMmm (MnaHoB) MO MOAEPHU3aL MM UMK 4OOCHALLEHNIO 3HAYNUMbIX OO BEKTOB.

YcTtaHoBneHue TpeboBaHu K o6ecnevyeHnro 6€30nacHOCTU 3HA4YMMOro
ob6bekKkTa
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10. 3agaHue TpeboBaHu K obecnevyeHnto B6e3onacHOCTU 3HAaYMMOro obbekTa
OCYLLUECTBIISAETCA CYOBEKTOM KPUTUYECKON WHEpOopMaLMOHHON MHAPACTPYKTYpPbl U
(M) rmgoMm, ycTaHaenuBarwowmMm TpeboBaHuss K obecneyeHuo ©e3onacHOCTU
3Ha4YUMbIX OOBLEKTOB, B COOTBETCTBMM C KaTeropyenh 3Ha4YMMOCTM 3HAYMMOrO
obbekTa, onpeneneHHon B Nopsiake, ycTaHoBieHHOM [IpaBuniamu KateropypoBaHug
OOBHEKTOB  KPUTMYECKOW  MHAIOPMALIMOHHOW _ MHAPACTPYKTYpbl  Poccumnckon
QPegepaunn,  yTBEPXOEHHbIMW NOoCcTaHoBlieHneM [lpaButenscrtBa Poccurckon
®epepaumm ot 8 deeBpana 2018 r. N 127 "O6 yreepxaeHun [paBun
KaTeropupoBaHus OOBEKTOB KPUTUYECKOW MHAOPMALIMOHHON WHAPACTPYKTYPbI
Poccuiickon denepaunn, a Takke rnepeyHs nokasarerien Kpurepues 3HaYMMOCTU
OOBEKTOB  KPUTMUYECKOW  MHAOPMALIMOHHOW  MHAPACTPYKTYpPbl  Poccumrckon
Penepaumnn” (CobpaHne 3akoHogatensctea Poccunckon denepaumm, 2018, N 8,
cT.1204).

TpeboBaHua Kk obecnevyeHMo 0e30NacHOCTM BKIIOYAKOTCA B TEXHUYECKOEe
3aflaHne Ha co3gaHue 3Ha4nMMoro obbekTa n (Unm) TeXHUYecKoe 3agaHve (YacTHoe
TEXHMYEeCKoe 3afaHue) Ha cosfaHve noacuctemMbl 6e30MacHOCTU 3HAYMMOrO
ob6bekTa, KOTOpble AOSPKHbI COAepXaThb:

a) uenb M 3agadn obecrnedeHna 6e30MacHOCTU 3HAYUMMOro Ob6bEeKTa uu
nogcucTemMbl 6€30NacHOCTN 3HAYMMOrO OO bEKTA;

6) KaTeroputo 3HaYMMOCTUN 3HAYUMOTO OO BHEKTA;

B) nepedYeHb HOPMAaTMBHbIX MPaBOBbIX aKTOB, METOAWNYECKUX [LOKYMEHTOB W
HaLMWOHarnbHbIX CTaHOAPTOB, KOTOPbIM [OOIPKEH COOTBETCTBOBATb 3HAYUMbIN
OO BEKT;

) nepevyeHb TUMOB OO BEKTOB 3aLLMThl 3HAYMMOrO OO bEKTA;

A) TpeboBaHMsa K opraHn3aunoHHbIM N TEXHUYECKUM MepaM, NMPUMEHAEMbIM AN
obecnevyeHns 6e3o0nacHOCTM 3HAYUMOrO OO BEKTA;
(MognyHkT B pepakuun, BBegeHHon B gencteme ¢ 30 anpens 2019 ropga
npukasom PCTIK Poccum ot 26 mapta 2019 rona N 60.

e) ctagum (9Tanbl paboT) co3gaHuss NoacucTeMbl ©e30nNacHOCTU 3HAYMMOro
0OBbeKTa;

X) TpeboBaHMs K MPUMEHSIEMbIM MPOrPaMMHbLIM U NPOrpaMMHO-anmnapaTHbIM
cpeacTBam, B TOM YUCTe cpeacTBam 3awmTbl MHGOPMaLLUK;

3) TpeboBaHMs K 3awmTe CpeactB M cuUcteMm, obecnedumBaroLmX
dYHKLIMOHMPOBaHME 3Ha4YNMMOro obbekTa (obecnevmBatoLLen MHPPACTPYKTYPE);
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n) TpeboBaHnst K MHGOPMALMOHHOMY B3aUMOLAENCTBUIO 3HAYMMOro OObekTa C
MHbIMWU OBOBbEKTaMU KPUTUYECKON WMHOPMaLMOHHON WHAPACTPYKTYpbl, a Takxe
WHBIMW  MHCPOPMALMOHHBIMA  CUCTEMaMK, aBTOMAaTMU3UPOBAHHbIMKU  CUCTEMaMM
yrnpasneHnsa nnm MHEopPMaLMoOHHO-TENEKOMMYHUKALMOHHBIMW CETAMU;

K) TpeboBaHUA K COCTaBy M COOEPXaHUIO OOKYMeHTauun, paspabarsiBaeMon B
Xo[4e co3faHus 3Ha4YMMOro obbekTa.

(MoanyHKT gononHuTensHo BkModeH ¢ 30 anpena 2019 rona npukasom PCTIK
Poccuu o1 26 mapta 2019 roga N 60)

B cnyyae ecnun 3HauuMMbIn 06 BEKT Cco3aaeTcsa B paMKkax obbekTa KanutansHOoro
CTpouTenbCcTBa, TpeboBaHna Kk obecnevyeHno 6e30MacHOCTU 3HAaYMMOro OobbekTa
3aaloTCa 3aCTPOULLMKOM M OOPMIISIOTCS B BUOE MPUMOXEHUS K 3aJaHUIO Ha
NPOEKTUPOBaHUE (PEKOHCTPYKLMIO) O6BbEKTa KanuTanbHOro CTPoUTENLCTBA.

[Mpn onpepeneHun TpeboBaHuM K obecneyeHuto 6e30MacHOCTU 3HAYMMOrO
obbeKkTa  Y4YMTbIBAKOTCA  MOSIOKEHUSI  OpraHu3auMOHHO-pacnopsaAnTESbHbIX
OOKYMEeHTOB  no  obecneyeHnto  ©e30rMacHOCTM  3HAYMMbIX  OBBHEKTOB,
paspabaTbiBaeMbIX CybbeKTaMn KpUTUYECKON MHAPOPMAaLMOHHON MHAPaCTPYKTYpbI
B COOTBETCTBMM C TpebOoBaHUAMM K CO30aHMIO cucTeM BGe30MacHOCTU 3HAYUMbIX
obbekToB UM obecneyeHuio KX  YHKLUMOHMPOBAHUS, YTBEPXKOEHHbIMW B
COOTBETCTBUN C NYHKTOM 4 YyacTtu 3 ctatbm 6 PenepanbHOro 3akoHa o1 26 uions
2017 r. N 187-®3 "O 6€e30NacHOCTN KPUTUYECKOW  MHAOPMALLMOHHOW
nHdpacTpykTypbl  Poccuickon — Pepepauunn” (ganee -  opraHu3auUOHHO-
pacrnopaguTenbHble 40KYMEHTbI N0 6€30NacHOCTN 3HaYMMbIX OO BEKTOB).

Pa3paboTka opraHM3auMOHHbIX U TEXHUYECKUX Mep NO ob6ecneyeHnro
6e30nacHOCTU 3HAYMMOro o6bLeKkTa

11. PaspaboTka opraHuM3auMOHHbIX KU TEXHUYECKMX Mep Mo obecneyvyeHuto
6e3onacHOCTM 3HaA4YMMOro OObEKTa OCYLLUECTBNSETCSA CYOBEKTOM KPUTUYECKOWN
NHPOPMALMOHHON ~ MHAPACTPYKTYypbl M (MnM)  NMLOM, MpUBMIEKAEMbIM B
COOTBETCTBUM C 3akoHodaTenbcTBoM Poccuinckon Pegepaumm K NpoBeOeHUIO
paboT no cosgaHuio (MogepHM3auun) 3Hadymmoro obbekTa u (Mnm) obecnevyeHmto
ero 6e3onacHoCTW, B COOTBETCTBUM C TEXHUYECKMM 3adaHMEM Ha co3gaHue
3Ha4YMMoro obbekta U (MNK) TEeXHUYEeCcKUM 3agaHveM (4acTHbIM TEXHUYECKUM
3afjaHneM) Ha cosfaHve noacuctemMbl 6e30MacHOCTU 3HAYMMOro obbekTa W
AOIMKHa BKIoYaTh:

a) aHanm3 yrpo3 6e3onacHOCTU WMHopmauum n pas3paboTky Mogenu yrpos
6GesonacHOCTU MHOPMaLUA UMK ee YTOYHEHWE (MPpU ee Hanu4nm);

6) NpoekTMpoBaHme NoAcUcTEMbl 6€30MacHOCTU 3HAYNMOTO OO BLEKTA;
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B) pa3paboTky paboyen (akcnnyaTayMOHHOM) AOKYMEHTAUUM Ha 3HAYMMbIn
06BeKT (B YacTn obecrnedeHns ero 6e3onacHoOCTH).

Pa3pabaTtbiBaeMbie OpraHM3auMOHHbIE U TEXHUYECKME Mepbl MO obecneyeHunto
6e30nacHOCTM 3HAYMMOro O6beKTa HEe OOIPKHbI OKa3blBaTb HEraTMBHOMO BIMSIHUS
Ha co3gaHue N yHKLNOHMPOBAHME 3HAYMMOro 0O bekTa.

Mpyn pa3paboTke OpraHM3aUMOHHBbIX U TEXHUYECKUX Mep Nno obecneyvyeHuto
6esonacHOCTM 3Ha4YMMOro obbekTa Y4UTbIBAETCA €ero  MHGOPMaLWOHHOE
B3aMMOAENCTBME C  WHbIMU  OBBEKTAMM  KPUTUYECKOM  MHGOPMALMOHHOMN
NHAPACTPYKTYPbI,  MHPOPMALMOHHBIMM  CUCTEMaMK, aBTOMAaTU3NPOBAHHbLIMU
cucTemMamm ynpasrieHMst N MHAPOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIMU CETSMM.

11.1. Uenbto aHammsa yrpo3 6e3onacHoCcTM  mHGopMauuMm  ABNSETCS
onpegeneHne BO3MOXHbIX CMOCODOOB peanu3aumm  (BO3HMKHOBEHUSI)  Yrpo3
6esonacHocTn MHGOPMaLMM 1 NOCNEACTBUN MX peanu3auun (BO3HUMKHOBEHWUS) C
Y4E€TOM cocTaBa Nosfb3oBaTenen u ux nNoTHOMOYUKW, NPOrPaMMHbBIX U MPOrpamMMHO-
annapaTHblX CpeacTB, B3aMMOCBS3EM KOMMOHEHTOB  3HAYMMOro OOBLEKTa,
B3aUMOAENCTBUSS C  WHbIMU  OBBEKTAMU  KPUTUYECKOM  MHGOPMALMOHHOM
NHPPACTPYKTYPbIl,  MHAOPMALMOHHBIMW ~ CUCTEMaMK,  aBTOMAaTU3NPOBAHHbLIMMU
cuctemMamn  ynpasrieHnsa, MHGPOPMaLNOHHO-TENEKOMMYHUKALMOHHBIMU  CETSMA
(nanee - apxuTekTypa 3HayMMoro obbekTa), a Takke OCODEeHHOCTeN
OYHKLIMOHMPOBAHUS 3HAYNUMOrO 06 BbEKTA.

AHanus yrpo3 6e3onacHoOCT1 MHopMaLMm OOSMKEH BKIHOYaTb:

a) BbISBMNEHNE WCTOYHWKOB Yrpo3 6e30macHOCTM WMHAGOpMauumM U OLLEHKY
BO3MOXHOCTEN (MOTEHLUMAnNa) BHELUHNX N BHYTPEHHWX HapyLLUTENeN;

6) aHanM3 BO3MOXHbIX YSI3BUMOCTEN 3HAYMMOro 0O6bekTa M ero nNporpaMmmHbIX,
nporpaMMHO-annapaTHbIX CPEACTB;

B) onpederneHne  BO3MOXHbIX  CrnocoboB  (CueHapueB)  peanu3auunm
(BO3HMKHOBEHUSA) Yrpo3 6e3onacHOCTM nHdopMauuuy;



) OUEHKY BO3MOXHbIX MOCeCTBMMA OT peanunsaumm (BO3HUMKHOBEHUS) Yrpos3
6e3onacHoOCTK MHopMaL .

B kavecTBe McxogHbIX AaHHbIX AS19 aHanusa yrpo3 6e3onacHoCTy nHdopmamm
ncnosnb3yetcs 6aHK gaHHbIX yrpo3 6e3onacHoOCTN MHopMaLunn, BeAeHNe KOTOPOoro
ocywecTtensgerca ®CTIK Poccum B COOTBETCTBUM C NOAMyHKTOM 21 nyHKTa 8
[onoxeHusa o PegepansHon crnyxbe No TEXHUYECKOMY M 9KCAOPTHOMY KOHTPOIH,
yTBepxaeHHoro Ykasom [lpesungeHrta Poccurickon Penepaunm ot 16 asrycta 2004
r. N 1085 (CobpaHue 3akoHogaTtenbcTBa Poccunckon depepaumm, 2004, N 34,
c1.3541; 2006, N 49, c1.5192; 2008, N 43, c1.4921; N 47, c1.5431; 2012, N7, cT.818;
2013, N 26, ¢1.3314; N 53, c1.7137; 2014, N 36, cT1.4833; N 44, c1.6041; 2015, N 4,
cT.641; 2016, N 1, c1.211; 2017, N 48, c1.7198) (nanee - 6aHK OaHHbIX Yrpo3
6e3onacHocTn uHgopmaumm ®CTIK Poccumn), a Takke UCTOYHUKK, copepxalupe
NHble cBeAeHNs1 00 y3BMMOCTSAX U yrpo3ax 6e30nacHOCTM MHpopmaLnu.

[lo pesynbTatam aHanmMsa yrpo3 6e3onacHoOCTU MHGopMauunm Moryt ObiTb
pa3paboTaHbl pekoMeHOaunm No KOPPEKTUPOBKE apXUTEKTYPbl 3HAYMMOro o6 bekTa
N OpraHM3aLMOHHO-pacnopsaanTernbHbIX JOKYMEHTOB No 6€e30nacHOCTU 3HAYMMbIX
06BEKTOB, HanpasfeHHble Ha 6rokMpoBaHue (HenTpanus3aumio) oTAerbHbIX Yrpo3
6e3onacHoCTK MHopMaL .

Mogenb yrpo3 6e3onacHOCTM WHoOpMauMM [O0SPkHa coaepaTb KpaTkoe
OonncaHue apxXMTEKTypbl 3HAYUMOro ODbEKTa, XapakTEPUCTUKY UCTOYHUKOB Yrpo3
6esonacHoCcTU nHdopMaL M, B TOM YMCrie MoAesb HapyLwmMTens, U onucaHue BCex
yrpo3 6e3onacHocT1 nHdopMaL M1, akTyasbHbIX 419 3HaYUMOro o6 bekTa.

OnncaHue Kaxaon yrposbl 6e30MacHOCTM MHGOPMaLUK JOIMKHO BKINOYATb:

a) UICTOYHUK yrpo3bl 6e3onacHOCTH MHopMaLmK;

6) ys3BMMOCTH (OLLMBKM), KOTOPbIE MOIYT BbITb NCMOML30BaHbI 4S9 peanusaum
(cnocobcTBOBaTL BO3HMKHOBEHMIO) Yrpo3bl 6e3onacHOCTH nHdopmMauuu;

B) BO3MOXHble crnocobbl (cueHapuu) peanusaumm yrposbl 6e3onacHoCTH
NMHJpopmMaLmu;

) BO3MOXHble MNOCNeAcTBUS OT peanm3auun (BO3HWKHOBEHWS)  Yrpo3bl
6e3onacHoCTK MHopMaLUN.

(AB3ay B pegakumm, BBegeHHon B gerncteure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

Mogenb yrpo3 6e3onacHOCTM MHGOPMauuK MOXeT paspabaTbiBaTbCca A5
HECKOSIbKUX 3HaYMMbIX ODOBLEKTOB, WMMEHLWMX OOMHAKOBbIE LEenM co3faHus u
apXuUTEKTYpPY, a Takxe TUNoBble Yrpo3bl 6e30nacHOCTM MHdopMaLUN.

[Ana onpeneneHnsa yrpo3 6e3onacHOCTU UHGopMaumm 1 paspaboTkn Moaenu
yrpo3 ©6e3onacHoCcTM umHGOpMauuM  OOSMKHbI  MPUMEHATLCS  MeToauYecKue
AOKYMEHTbI, pa3paboTaHHble n yTBepxaeHHble PCTIK Poccum B cooTBETCTBUM C
noanyHkTom 4 nyHkta 8 lMonoxenunsa o PenepansHor cnyxbe No TEXHUYECKOMY U
OKCIMOPTHOMY KOHTPOMO,  yTBepXaeHHoro Ykazom [IpesvaeHTta Poccuinckomn
®enepaunm ot 16 aBrycta 2004 r. N 1085.
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11.2. NpoeKkTrpoBaHmne NoacncTeMbl 6€30MacHOCTM 3HAYMMOro 06 beKTa AOSPKHO
OCYLLECTBINATLCA B COOTBETCTBUM C TEXHMYECKMM 3afjaHMeM Ha co3fjaHue
3Ha4YMMoro obbekta U (MNK) TEeXHUYEeCKUM 3afaHveM (4acTHbIM TEXHUYECKUM
3afjaHMeM) Ha cosgaHve noacuctemMbl 6e30MacHOCTU 3Ha4YMMOro obbekTa C
y4eToM Mmogenu yrpo3 6esonacHocTU MHGOpMaUMM U KaTeropum 3Ha4YnMMoCcTU
3Ha4YMMoro obbekTa.

[Mpy NpoeKkTMpoBaHMM NOACUCTEMbI 6€30MacHOCTM 3HAYNMMOro OB beKTa:

a) onpegenalTcs CcyObekTbl [OCTyna (norb3oBaTenn, npoueccbl U UHble
CcybBbeKTbl OCTYyna) U 06bEeKTbI OCTYNa;

6) onpegenalTCa  MOMUTUKW  yNpaBfeHUss OOCTYNOM  (OUCKPELMOHHas,
MaHOaTHasi, poreBas, KOMOHMPOBaHHAs);

B) onpeaenatTca u 060CHOBbLIBAOTCA OpraHM3aLUnOHHbIE U TEXHUYECKME MEpb,
nognexawme peanusaumm B pamMkax noacucteMbl 6e30nacHOCTM  3HAYMMOrO
00bekTa;

(MognyHkT B pepakuun, BBegeHHon B gencteve ¢ 30 anpens 2019 ropa
npukasom PCTIK Poccum ot 26 mapta 2019 rona N 60.

r) onpegenalTcs BuaAbl W TUNbl CPEACTB  3awmTbl  MHdopMaL MK,
obecneuvnBatoLme peann3auntio TEXHUYECKNX Mep No obecneveHntio 6e3onacHoCTU
3HA4YMMOro O0BEKTA;

AO) ocyuwecTtenseTca Bblbop cpeacTB 3awmTbl MHGoOpMauun u  (MnM) KX
paspaboTka C Yy4eTOM KaTeropym  3Ha4YMMOCTU  3HAYUMMOro  ODObBEeKTa,
COBMECTUMOCTU C MNporpaMMHbIMKU U MporpaMMHo-annapaTtHbIMU  cpeacTBamu,
BbIMONMHAEMbIX (PyHKL MM 6e30nacHOCTU 1 OrpaHUYeHniA Ha SKCryaTaumio;

e) paspabaTbiBaeTcs apxuTekTypa MoAcUCTEMbl ©6€30MacHOCTM 3HaYMMOro
0ObeKkTa, BKMoYaLLas cocTaB, MecTa YCTaHOBKM, B3aUMOCBSA3UN CPeACTB 3allyMThl

NHJpopMaLmu;

X) onpegenstoTca TpeboBaHMA K MnapaMeTpaM HaCTPOMKM NPOrpamMMHbIX W
NporpaMmMHoO-annapaTHbIX CPEeACTB, BKMOYasi cCpeacTtBa 3awmTbl MHGOpMaLmu,
obecneunBaome peanmsauuio  Mep no obecneyeHnto  BGe3onacHoOCTH,
GnokmnpoBaHue (HenTpanuaaumto) yrpo3 6e3onacHoOCTU MHdopmaumm 1 ycTpaHeHue
YySI3BUMOCTEN 3HAYNUMOTrO 0O BbEKTA;
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3) onpegenatTca Mepbl No obecneyeHno 6e3o0nacHOCTM NPY B3anMogencTBUm
3Ha4MMoro ob6bekTa C MHbIMM OBBbEKTaMM KpUTUYECKOW MHGOPMAaLMOHHOWN
NHPPACTPYKTYPbIl,  MHAOPMALMOHHBIMW  CUCTEMaMK,  aBTOMATU3NPOBAHHbLIMMU
cuctemMamm ynpasneHnsa nnm nHopMaL MoOHHO-TENEKOMMYHUKALMOHHBIMW CETAMM.

B cnyyae ecnm B xoge MNpOEKTUPOBaHMS MoAcUCTEMbI ©HesonacHoCTU
3Ha4YumMoro obbekTa nNpeaycMoTpeHa pa3paboTka nNporpaMMHOro obecneyeHus, B
TOM 4ucne nporpaMmmHoOro obecnevyeHns cpeacTB 3awuTbl MHdOpMauMM, Takas
paspaboTka npoBOOUTCA B COOTBETCTBMM CO CTaHgapTtamu 6HesonacHom
pa3paboTku nporpaMmMHOro obecne4veHus.

PesynbTatbl NPOEKTUPOBaHMS NOACUCTEMbI 6€30NacHOCTN 3HAYMMOro ob6bLeKkTa
OTpaXalTCA B MNPOEKTHOM [OKYMEHTauuM Ha 3HauYuMbld OOBLEKT (nogcuctemy
6esonacHocTM 3HadYumoro ob6bekTa), paspabaTbiBaeMoOM B COOTBETCTBUM C
TEXHUYECKMM 33JaHMEM Ha CO3aHue 3Ha4Ynumoro obbekTa M (Unn) TEXHUYECKUM
3ajaHneMm (4acTHbIM TEeXHUWYEeCKMM 3adaHMeM) Ha co3gaHue NoLCUCTEMbI
6e3onacHOCTM 3HaYMMOro obbekTa.

(AB3ay B pegakumm, BBegeHHon B gencteure ¢ 30 anpena 2019 roga npykasom
PCTOK Poccum ot 26 mapta 2019 roga N 60.

B npouecce npoekTupoBaHUst 3HAYMMOro 00ObEKTa €ro Kateropus 3Ha4MMoCTu
MOXET ObITb YTOYHEHa.

(AB3ay B pegakumm, BBegeHHon B gerncteue ¢ 30 anpena 2019 roga npykasom
PCTOK Poccum ot 26 mapta 2019 roga N 60)
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B uenax tectupoBaHus noacuctemMbl 6€30MacHOCTU 3HAYMMOro OObekTa B
XO4e NPOEKTUPOBAHMS MOXET OCYLLECTBNATbCS €€ MaKeTMpoBaHWE UM co3gaHue
TEeCcToBOW cpeabl. TecTupoBaHue AOMKHO ObITb HaNpaBneHo Ha:

obecrneyeHne paboTocnocobHOCTM U COBMECTUMOCTU BbIGpaHHbIX CpencTs
3awmTbl MHOpMaL MM ¢ NPorpaMMHbIMK U annapaTHbIMU CpeacTBaMn 3HAa4YMMOro
00bEKTa;

NpaKTUYECKYO OTPabOoTKy BbLIMOMHEHNS cpeacTBaMu 3awmTbl MHGOPMaLMK
dyHKUMA He3onacHOCTU, a Takxe BbINOMHeHUs TpeboBaHuM Mo 6He3onacHocTw,
npeabsBAseMblX K NporpaMMHbIM U NporpaMmMHo-annapaTtHbIM cpeacTBam, B TOM
yucrne cpeacteam 3awmTbl UMHGOpMaUMM, B COOTBETCTBUM C NyHKTamu 27-31
HacTosIwmx TpeboBaHUN;

(AG3ay B pepakuuu, BBedeHHOM B gencteuve ¢ 25 ceHtabps 2020 ropa
npukasom PCTIK Poccum ot 20 dpespana 2020 roga N 35.

NCKIMOYEHNE BIMSHUA noacucTeMbl 6€30MacHOCTU Ha  (PYHKLMOHMPOBaHWE
3Ha4YMmoro obbekTa.

MakeTupoBaHne noacuctembl 6e30MacHOCTU 3HaA4YMMOro obbekTa U ee
TECTMPOBaHNE MOXET MNPOBOAUTLCA C WUCNOSMb30BaHMEM CPEACTB UM METOAO0B
MOLENMPOBaHUSA, a TakXKe C UCMNOSIb30BaHMEM TEXHOMOMMN BUPTYanusauuu.

[Mpn npoekTMpoBaHUM noacuctemM 6e30MacHOCTU 3HAYMMbIX OOBHLEKTOB,
ABMAIOWMXCA  MHEAOPMALMOHHO-TENEKOMMYHUKALNMOHHBIMW ~ CETSIMW,  HacTosiLLpe
TpeboBaHMA NPUMEHAKTCA C Yy4eToM TpeboBaHui K MNPOEKTUPOBAHUIO CETEN
9I1EKTPOCBA3U, YTBEPXOEHHbIX MpukazomMm MuHkomcBasn Poccum ot 9 mapta 2017 T.
N 101 (3aperucTtpupoBaH MuHioctom Poccum 31 masa 2017 r., perctpauymoHHbin N
46915), a TakXe MHbIX HOPMAaTWUBHbLIX MPABOBbLIX aKTOB defeparibHOro opraHa
NCMOMHUTENBbHON  BracTW, OCYLWECTBASOWero @QyHKUMM No  BbIpaboTke u
peanusaunm rocyaapcTBEHHOM NONUTUKN n HOpPMaTUBHO-NPaBOBOMY
perynMpoBaHnio B 06riacTtn cBasn.

11.3. PaspaboTtka pabodyen (dkcnnyaTauMoOHHOW) OOKYMEHTaLUN Ha 3HAYUMbIN
0OBbEKT OCYLLECTBISAETCS B COOTBETCTBUMN C TEXHUYECKUM 3aaHNEM Ha CO3JaHue
3Ha4YMMoro obbekta U (MNKM) TEeXHUYEeCKUM 3afaHveM (4acTHbIM TEXHUYECKUM
3afjaHMeM) Ha co3gaHue nogcucTembl 6e3onacHOCTU 3HaAYMMOro obbekTa Ha
OCHOBE NPOEKTHOM JOKYMEHTaL UK.

Pabo4yas (akcnrnyaTtauuoHHas)) OOKYMEHTauua Ha 3HauYuMbI OOBLEKT A0oSpkHa
cogepxatb:

onucaHune apxmTekTypbl nogcucTemMbl 6€30NacHOCTN 3HAYMMOrO OO bEKTA;

NopsaoK M napameTpbl HACTPOWKM MPOrpaMMHbIX U NporpamMMHo-annapaTHbIX
cpeacTs, B TOM YUCTie CPeacTB 3almTbl MHGopMaLmK;

npasuna akcnmyaTtaunn NporpaMmMHbIX M NporpaMMHoO-annapaTHbIX CPeacTs, B
TOM Yuncre cpeacTB 3awmTbl MHopmaumm (Npasuna 6e3onacHon akcnyaTauun).

CocTaB 1 hopmbl paboyen (3KkcnnyaTalMoOHHON) AOKYMEHTaLMM ONpeaensatoTcs
B COOTBETCTBMM C TEXHMYECKUM 3adaHMEM Ha CO3JaHWe 3Ha4YMMoro obbekTa u
(MrKn) TeXHUMYeCcKMM 3afaHuem (4acTHbIM TEXHUYECKUM 3aflaHveM) Ha cosjaHue
noacucTemsl 6€30nacHOCTN 3HAYMMOro obbekTa.
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BHeapeHne opraHn3auMoOHHbIX U TEXHUYECKUX Mep No obecnevyeHunro
©0e30nacHOCTU 3HAYMMOTo ObbeKTa U BBOA4 ero B ecTBme

12. BHepgpeHve opraHM3auMoHHbIX W TEXHUYECKUX Mep Mo obecneyeHuro
6e3onacHOCTM 3HaA4YMMOro ob6bekTa OpraHM3yeTcsl CYOBHEKTOM KPUTUYECKOW
NHPOPMAaLMOHHON WHAPACTPYKTYPbl B COOTBETCTBUM C MNPOEKTHOM U paboyen
(akcnnyaTauuoHHOW) [OOKYMEHTaumenhn Ha 3HayuMbld  ODbekT, cTaHgapTamu
opraHmMsaunn U BKIKOYaET:

a) YCTaHOBKY W HaCTPOWKY CpPeacTB 3awmTbl MHAOPMauUWW, HaCTPOWUKY
NpOrpamMMHbIX U NPOrpamMmMHO-annapaTHbIX CPeacTs;

6) pa3paboTky OpraHu3aunoHHO-pacnopsaamTenbHbIX AOKYMEHTOB,
pernaMmeHTpylomx npasuna WM npouenypbl  obecneyeHusi ©e3onacHOCTU
3Ha4YMMOro 06bEKTA;

B) BHeOpPEHME OpraHmM3auMoHHbIX Mep no obecnevyeHnto 6e3onacHoOCTH
3Ha4YMMOro 06bEKTA;

) npeaBapuTenbHbIE WCMbITAHUS 3HAYMMOrO OOBEeKTa M ero nogcuUcTeMbl
©e3onacHoCTu;

4) ONbITHYK 3KchfyaTauuMi 3HauyMmoro obbekta M ero  MNOACUCTEMD
©e3onacHoCcTu;

€) aHanM3 Yys3BUMOCTEN 3HAYMMOrO OO0bEeKTa W MNPUHATME Mep Mo  UX
YCTPaHEHMUIO;

X) NPUEMOYHbIE WCNbITAHUS 3HA4YMMOro OObekTa U ero noAcCUCTEMB
BGesonacHocTw.

Mo peweHuto cybbeKkTa KpUTUYECKOM WHEpOpMaLMOHHOM WMHAPACTPYKTYpPbl K
pa3paboTke 1 BHEAPEHMIO OPraHN3aLUMOHHbIX N TEXHUYECKUX Mep No obecneyeHnto
6e3onacHOCTU 3Ha4YNMMOro 06 beKkTa MOXET MPUBIIEKATbCS NULLO, SKCMyaTupyoLLee
(NnaHupytoLlee aKcnyaTupoBaTh) 3HaYMMbIN OO BHEKT.

12.1. YcTaHOBKa W HacTpouMKa CpeacTB 3awmTbl MHGoOpMauun OormkHa
NPOBOAUTLCA B COOTBETCTBMM C MNPOEKTHOW W paboyen (3KcnnyaTauMOHHOW)
AOKYMEHTaUMen Ha 3HauYuMbldi  OBBLEKT, a Takke B COOTBETCTBUM C
aKCnnyaTtaymMoHHON  OOKYMeHTauuen Ha OTAerbHble CcpeacTBa 3awmThl
NHJpopMaL K.

[lpn ycTaHOBKE W HaCTpoOWKe cpeacTB 3aumTbl MHdOPMaUUM LOSMKHO OblTb
obecrneyeHo BbIMOSIHEHNE OrpPaHUYEHUIA Ha IKCMyaTaunio 3TUX CPeacTB 3almTbl
MHJpopMaLMK, B Crlydae UX HannMunga B 3KCrslyaTauMOHHOW AOKYMEHTaLuu.



12.2. PaspabartbiBaemble opraHM3alNoHHO-pacnopsauTenbHble LOKYMEHTbl Mo
6e3onacHOCTM 3HaYMMOro obbekTa LOSMKHbl OnpeaensTb npasuna v npouesypsbl
peanM3aunn oTAesNbHbIX OpraHM3auNoHHbIX U (UIKM) TEXHUYECKUX Mep (MONUTUK
6e3onacHocTK), pa3paboTaHHbIX W BHEOPEHHbIX B paMKax MNoagCcUCTEMbI
©e3onacHoOCTM 3Ha4YMMoro obbekTa B cooTBeTcTBMM C rnason Il HacToAwmx
TpeboBaHun.

OpraHu3saunoHHo-pacnopsianTenbHble OOKYMEHTbI no 6esonacHocTU
3Ha4YnMMoro obbekTa AOSMKHbI B TOM YUCNE yCTaHaBnMBaTb npasuna 6esonacHom
paboTbl pPaboOTHUKOB, 3JKCNIyaTUPYOLWMX 3Ha4YUMble OOBLEKTbl, U PabOTHUKOB,
obecneymBaoLmX QYyHKLMOHMPOBAHME 3HAYMMbIX ODBLEKTOB, a TakXe AeNcTBUd
pabOTHMKOB MPU BO3HWKHOBEHUW HELUTATHbIX CUTYaUWn, B TOM YUCIE Bbl3BaHHbIX
KOMMbOTEPHBIMN NHLMOEHTAMMN.

CoctaB M ¢oOpMbl  OpraHu3auMOHHO-pacnopAaUTENbHbIX JOKYMEHTOB MO
6e3onacHOCTM 3HaYUMbIX OOBLEKTOB OMNpPedenatoTCcs CYObeKTOM KpUTUYECKOWM
NHCPOPMaL MOHHON MHMPPACTPYKTYPbI C Y4ETOM OCODEHHOCTEN €ro AeATerNbHOCTH.

12.3. lpwn BHEAPEHNN OpraHM3aUNOHHBIX Mep No obecneyeHuto 6e3onacHoCTU
3Ha4YMMoro ob6beKTa OCyLLECTBIATCS:

a) opraHM3aums KOHTpons ¢mM3n4eckoro AocTyna K nporpaMMHO-annapaTHbIM
cpeacTBaM 3HAYMMOro 06 bEeKTa 1 ero NIMHUAM CBSI3MK;

6) peanuMsauuna npasus pasrpaHNYeHUst OOCTyna, pernaMmeHTUpyloWLmx npasa
AocTyna cybbekToB OCTyna K obbekTam AocTyna, U BBeLEHME OrpaHUYEeHUn Ha
AEeNCTBUSA Monb3oBaTernen, a Takke Ha W3MEHEHWe YCIIOBUW SKChyatauuu,
cocTaBa 1 KOH(purypawmm nporpamMHbIX U NporpaMmMHoO-annapaTHbIX CPeacTs;

B) npoBepka MOMHOTbI W [OEeTanbHOCTU OMNUCaHUss B  OpPraHn3aLMOHHO-
pacnopsguTenbHbIX AOKYMEHTax No 6e30nacHOCTM 3HaYNUMbIX OO BLEKTOB AENCTBUM
nonb3oBaTteneln W agMMHUCTPATOPOB 3HA4YMMOro oObekTa no  peanusauunm
OpraHM3auMOHHbLIX Mep;

r) onpegeneHne agMnMHUCTpaTopa 6e30nacHOCTM 3HaYMMOro OO HLEKTA;

O) oTpaboTka [EeNCTBMMA MOfb3oBaTenen W agMUHUCTPATOPOB 3HAYMMOrO
obbekTa no peanusauum mep no obecneyeHmto 6€3o0nacHOCTU 3HAaYMMOro OO bLEKTA.



12.4. lNpenBapuTenbHble UCMbITAHUA 3HAYUMOro ob6bekTa M ero NoACUCTEMBI
6e3onacHOCTM [OOSPKHbI  MPOBOAMTBLCA B COOTBETCTBUMM C  MpPOrpamMmMon WU
MeToAMKaMu npeaBapuUTeNibHbIX  UCMbITaHWI n BKMNOYaThb NpOBEPKY
paboTtocnocobHOCTU noacucTemMbl 6e3omacHOCTU  3HayYMMoro obbekta wn
OTAENbHbIX CPEACTB 3almTbl MHGOPMALMN, OLIEHKY BbINOSIHEHMST TpeboBaHMK No
6e3onacHOCTX, NpPeabsBRSIEMbIX K MNPOrPaMMHbIM U MporpaMMHo-annapaTHbIM
cpeacTeam, B TOM 4ucre cpeacTtBaM 3awmTbl MHGoOpMaumMmM, B COOTBETCTBUM C
nyHKkTamm 27-31 HacToawmx TpeboBaHUMW, OUEHKY BIMSHUSA NOOCUCTEMDI
6e3onacHOCTM Ha (QYHKLMOHMPOBAHUE 3HAYMMOrO OObeKTa MpU  MPOEKTHbIX
pexmMmax ero paboTbl, YCTAHOBJSIEHHbIX MPOEKTHOW AOKYMEHTAUMEN, a Takxe
NPUHATME PELLEHNST O BO3MOXHOCTM OMbITHOW 3KCNyaTauum 3Ha4ymmMmoro obbekTa u
€ero nogcucTemMbl 6e30nacHOCTMW.

(MyHKT B pepakumu, BBeAeHHOW B pgencteue ¢ 25 ceHTs6pa 2020 ropa
npukazom PCTIK Poccum o1 20 dbeBpansg 2020 rona N 35.

12.5. OnbITHaa 9KcnnyaTtaumMst 3Ha4YMMoro oObekTa W ero MOACUCTEMBI
6e3onacHOCTM OOIPkHA NPOBOAUTLCA B COOTBETCTBUM C  MNPOrpaMmMon WU
MeToAMKaMKM OMbITHOM 3KCMfyaTauum M BKIOYaTb NPOBEPKY (PYyHKLMOHMPOBAHWS
nogcuctemMmbl 6€30MacHOCTU 3HAYMMOro OBbLEKTa, B TOM 4YMCIE peanu3oBaHHbIX
OpraHM3aLNOHHbBIX U TEXHUYECKUX Mep, a TakxXe 3HaHUN U YMEHWI Nonb3oBaTesien n
aqMUHUCTPATOPOB, HEOOXOAUMBIX LN JKCnyaTauMm 3Ha4YMMoro obbekTa U ero
nogcuctemol  6esonacHocTn. [lo  pesynbratam  OMNbITHOM  3KCNfyaTauum
NPUHUMAETCH peleHne O BO3MOXHOCTU (MM HEBO3MOXHOCTM) MPOBELEHUS
NPUEMOYHbIX UCMbITAaHWUA 3HAYMMOro o6 beKTa 1 ero NoACUCTEMBbI 6e30MacHOCTI.

(MyHKT B pepakuun, BBegeHHon B aencteue ¢ 30 anpens 2019 roga npykasom
OCTIK Poccum ot 26 mapta 2019 roga N 60.

12.6. AHanu3 yaA3BMMOCTEM 3Ha4YMMOro ob6bekTa npoBOAUTCA B Lensax
BbIFABNEHMS HeaocTaTkoB (cnabocten) B nogcucteme 6e30MacHOCTM 3HAYUMOTO
obbeKkTa M OLEHKNM BO3MOXHOCTM WX WUCMOMb3OBaHUSA AOfs peanusauuu  yrpos
6esonacHocTM WHGopmaumn. [pn 3TOM aHanmM3y noanexart yA3BUMMOCTM Kona,
KOH(pUrypauum n apxmTtekTypbl 3Ha4MMOro o6 bekTa.

AHanmM3 yas3BMMOCTEN MPOBOAUTCA ANA BCEX MNPOrpaMMHbIX U NPOrpamMmmHo-
annapaTHbIX CpeacTB, B TOM 4UcCrie CcpeacTtB 3awmTbl MHGOPMaUUK, 3HAYMMOro
obbekTa.

[Mpn NpoBedeHnn aHanu3a ysa3BMMOCTEN NPUMEHSITCS criegylowme crnocoobl
NX BbISIBINEHUS:

a) aHarmm3 npoeKkTHoW, paboyven (SKcnnyaTaumoOHHOW) [OOKYMeHTauum WU
OpraHu3auMoHHO-pacnopaauTeribHbIX JOKYMEHTOB no 6e30nacHOCTU 3HAYMMOro
06 BEKTA;

6) aHanM3 HaAcCTPOeK NPOrpaMMHbIX U MporpaMMHO-annapaTHbIX CPeACTB, B TOM
yucne cpeacTB 3aWwmuThl MHGOPMaL MM, 3HAYMMOTrO OO BEKTA;
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B) BbISIBIeHME W3BECTHbIX YSA3BMMOCTEN MPOrpaMMHbIX U NPOrpamMMHO-
annapaTHbIX CPeACcTB, B TOM YuUCIe CPeAcTB 3awmTbl MHpopMaLum, nocpeacTsom
aHanuMsa cocTaBa YCTaHOBMIEHHOro nporpammMHoro obecneyeHns M OBGHOBEHUN
6e3onacHOCTM C MPUMEHEHWEM CPEACTB KOHTPONA (aHanmsa) 3almLLIEHHOCTU U
(Mrn) MHBIX CpPeacTB 3awmTbl MHGOPMaLLUK;

) BblBNEHME W3BECTHbIX YA3BUMOCTENM MPOrpaMMHbIX W NPOrpamMmMHO-
annapaTHbIX CpeacTB, B TOM 4uUCrie CPeacTB 3awmTbl MHGopMauumm, CETEBbIX
cnyx0, AOCTYMHbIX Afs1 CeTeBOro B3aMMOLEWCTBUS, C MNPUMEHEHWEM CpencTB
KOHTpONs (aHanusa) 3almLLEHHOCTW;

A) TeCTUpOBaHME Ha MPOHMKHOBEHME B YCIIOBUSIX, COOTBETCTBYHLUMX
BO3MOXHOCTSIM HapyLUMTENen, onpeneneHHblX B Mogenn yrpo3 ©e3onacHoCTu
NHJpopMaL K.

[prmMeHeHne cnocoboB 1 CpefCTB BbISIBIIEHUS YA3BUMOCTEN OCYLUECTBIIAETCS
CYObEKTOM  KPUTUYECKOM  UHAPOPMALMOHHOM  MH(PPACTPYKTypbl C  Y4ETOM
ocobeHHocTeN PyHKLIMOHNPOBAHUS 3HAYUMOro 06 bEKTa.

[lonyckaeTca npoBeaeHne aHanmsa ya3BMMoCcTeN Ha MakeTe (B TECTOBOW 30He)
3Ha4YMMOro o6bLeKTa UMM MakeTax OTAEeSbHbIX CEFMEHTOB 3HA4YMMOro o0bekTa.

AHanmM3 ysiI3BUMOCTEN 3Ha4YMMoOro obbekTa npoBOAUTCA OO BBOLA €ro B
aKcnnyaTaumlo  Ha  3Tanax, onpenensieMblX  CYyObeKTOM  KpUTUYECKOW
NMHJPOPMaLIMOHHOW MHAPACTPYKTYpbI.

(AB3ay B pegakumm, BBegeHHon B gencteure ¢ 30 anpena 2019 roga npykasom
®CTIK Poccum ot 26 mapta 2019 roga N 60.

B cny4yae BbISIBNEHUSA yA3BUMOCTEN 3HAYMMOro o6 beKTa, KOTopble MOryT ObITb
MCMOMb30BaHbl Ans  peanmmsaumm  (cnocobcTBoBaTb  BO3HWMKHOBEHWMIO)  Yrpo3
6esonacHoCTM WHopMaummM, NPUHUMAKOTCA MeEPbl, HanpaBfieHHble Ha  UX
YCTPaHEHNE WM UMCKIoYarume BO3MOXHOCTb WCMOMb30BaHUA (dKcnsyaTauum)
HapyLLUMTENEM BbISIBIIEHHbIX YA3BUMOCTEN.

[Mo pesynbTaTtam aHanmM3a ys3BUMOCTEN OOIPKHO ObiTb MOATBEPXOEHO, YTO B
3Ha4YMMOM OOBEKTE, OTCYTCTBYIOT YA3BUMOCTW, Kak MMHUMYM coepxawmecsa B
6aHke gaHHbIX yrpo3 6esonacHocTn nHopmaumm CTIK Poccun, ykaszaHHOM B
nyHkTe 11.1 HacToAwmx TpeboBaHWiA, U BbISIBIIEHHbIE YA3BUMOCTU HE NPUBOASAT K
BO3HWKHOBEHUIO Yrpo3 6e3onacHoCcT uHGOpMauuMmM B OTHOLUEHMM 3HA4YMMOro
obbekTa.
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12.7. B xoae NpMeMOYHbIX UCMNbITAHUA 3HAYMMOro obbekTa U ero NoACUCTEMBI
6esonacHocTM pomkeH OblTb  MNpoOBEAEH KOMMMEKC OpraHU3auMOHHBLIX WU
TEXHUYECKMX MEPONPUATUIN (UCNbITaHUI), B pe3yribTaTe KOTOPbIX NOATBEPXKIAETCS
COOTBETCTBUE 3HAYMMOro ob6beEKTa M ero NoAcUcTeMbl 6e30NacHOCTN HACTOSALLMM
TpeboBaHuaAM, a Takxe TpeboBaHMAIM TEXHMYECKOro 3adaHusi Ha co3faHue
3Ha4YuMoro obbekTa U (MnM) TEXHUYECKOro 3afdaHms (YacTHOrO TEXHUYECKOro
3aflaHns1) Ha co3gaHue nogcucTembl 6e30nacHOCTU 3HAa4YNMMOro o6 bLEKTa.

B kayecTBe MCXOAHbIX AaHHbLIX MPU NPUEMOYHBIX UCMbITAHMUSX UCMNOSb3YHTCSA
MoLenb yrpo3 6esonacHoCTU MHAdopMaunn, pesynbTaThl (aKT) KaTeropMpoBaHug,
TeXHMYecKkoe 3afaHvne Ha cosgaHune (MoaepHn3aumio) 3HadnmMoro obbekTa u (1nm)
TeXHM4Yeckoe 3aaHne (YacTHOe TEXHUYECKOE 3afaHne) Ha co3aHne NoLCcUCTEMbI
B6e3onacHOCTM 3Ha4YMMOro obbekTa, NpoekTHas M paboyas (3IKCnsyaTauuoHHas)
OOKYMEHTAUMA Ha 3HayuMbli  OBBHLEKT, OpraHM3alMOoHHO-pacnopaguTenbHbIe
OOKYMEHTbl NO 6e30nacHOCTU 3Ha4YMMbIX OOBLEKTOB, pesynbTaTbl aHanmMsa
YSI3BMMOCTEN 3HA4YMMOro obbekTa, Martepuarnbl npeaBapuTeSibHbIX UCMbITAHUA U
ONbITHOW 3KcnfyaTauuu, a Takke WHble [OOKYMEHTbl, pa3pabaTbiBaemble B
COOTBETCTBUM C HacToaummmn TpeboBaHuAMM M TpeboBaHMsSMW CTaHOapPTOB
opraHusauuu.

[lpemMoYHble  UCNbITaHUs  3Ha4YMMoro obbekTa W ero  nogCUCTEMbI
6e3onacHOCTM MpPOBOAATCA B COOTBETCTBUMM C MporpaMmMond U METOAMKOW
NPUEMOYHbIX WUCMbITaHWWA. PesynbTaTbl NPUEMOYHBIX WCMbITAHUA  3HAYUMMOTO
obbekTa U ero nogcuctemol 6e30MacHOCTU C BbIBOOOM O €€ COOTBETCTBUM
YCTaHOBIEHHbIM TPEDOBAHMAM BKIOYAKOTCA B akT MPUEMKN 3HAYMMOro obbekTa B
aKcnyaTaymio.

B cnyyae ecnm  3HauuMMbin  ODbEKT  ABMSIETCA  rocygapCTBEHHOW
NHpopMaL MIOHHOW cuctemon, B NHbIX crnyyasix, YCTaHOBIIEHHbIX
3akoHogartensctBoM Poccunckon Pepepaumn, a TakkKe B Crydae MNPUHATUS
pELLEHNST CYOBEKTOM KPUTMYECKON MHGOPMALMOHHON WMHAPACTPYKTYpbl, OLEHKa
3Ha4YumMoro obbekTa M ero nogcuctembl 6esonacHoCcTM npoBoauTca B hopme
arTecTauum 3Ha4MMoro obbekTa B COOTBETCTBUM C TpeboBaHMsMM O 3alumTte
MHdopMaLIMKW, HEe COCTaBNAOLWIEeN [OCYAapCTBEHHYI0 TaulHy, coaepxalllenca B
rOCYAAapPCTBEHHbIX MHAOPMALLMOHHbIX —CUCTEMAX, YTBEPXOEHHLIMWN NPUKA30M
PCTIK Poccum ot 11 dpepana 2013 r. N 17.

BBog B akcnnyatauuio 3Ha4MMoro obbekTa n ero nogcmctembl 6esonacHoCcTu
OCYLLUECTBIIAETCA NPW NOSIOKUTENBHOM 3aKMOYEHMM (BbIBOAE) B aKTe NPUEMKU (UNn
B aTTecTare COOTBETCTBMS) O COOTBETCTBMM 3HAYUMMOrO OObeKTa YCTAHOBSIEHHBLIM
TpeboBaHusM no obecneyeHno 6e3onacHOCTH.

(AB3ay B pegakumm, BBegeHHon B gencteure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

ObecneyeHne 6esonacHOCTM 3HAYMMOro oobLeKkTa B xoae ero
aKcnnyaTtauum
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13. ObecneveHne 6e3onacHOCTN B Xo4e IdKcnfyataumm 3Hadumoro obbekTa
OCYLLUECTBIISETCA CYOBEKTOM KPUTUYECKON WHEpOopMaLMOHHON MHAPACTPYKTYpbl B
COOTBETCTBUM C  IKCMNyaTauMOHHOM OOKYMEHTauuMen U  opraHusauMoHHO-
pacrnopaauTenbHbiMKU  AOKYMEHTaMn no ©0e30nacHOCTM 3Ha4yMMmoro obbekTa u
OOJSPKHO BKIOMATb peanusaumio Crieayrowwmx MeponpusaTuin:

a) NnaHMpoBaHMe MeponpuAaTM no obecnedeHnto 6e30nacHOCTU 3HAYUMOro
oObEeKTA;

6) aHarmm3 yrpo3 6e30nacHOCTU WMHGopMauMm B 3HAYMMOM OOBLEKTE WU
NOCNeacTBUN OT UX peanu3auuu;

B) ynpasrneHue (agMUHUCTpUPOBaHUE) nogcmucteMmon 6e30nacHOCTU 3HaYMMOro
00bEKTa;

) ynpaBreHne KOHUrypaunen 3Hadnmoro obbekTta M ero nogcucTeMon
6esonacHocTy;

O) pearMpoBaHME Ha KOMMbIOTEPHbIE WHUMOEHTbI B X04e 3SKCnyatauum
3HA4YMMOro O0BbEKTA;

e) obecneyeHne OEVNCTBUA B HELTaTHbIX CUTyauusx B Xo4e 3KchnyaTauuu
3HA4YMMOro O0BbEKTA;

X) MHCpopMUpoBaHME 1 0By4eHme NepcoHarna 3HauMMoro o6 LEKTa;
3) KOHTpOsb 3a ob6ecneveHnem 6e30nacHOCTU 3HAaYMMOro o6 bLEKTa.

13.1. B xoge nnaHupoBaHWs MeponpusaTuin no obecneyvyeHuto 6Ge3onacHoCcTU
3Ha4YMMoro ob6bLEKTa OCYLLECTBIIATCS:

a) onpegeneHne nuy, OTBETCTBEHHbIX 3a MMaHMPOBaHME W KOHTPOIb
MeponpuUsaTUA No obecneyeHnto 6e30NacHOCTM 3HAYMMOro OB BLEKTA;

6) paspaboTka, yTBEpXOEHWe W aKkTyanMsauus nfaHa MepornpusaTum no
obecrneyeHnto 6e3onacHOCTU 3HAYNMMOro 06 BHLEKTA;

B) onpedenieHnss nopsidka KOHTPOMsS  BbIMOSHEHUA  MEpPOnpUATUA Mo
obecneveHnto  6e30MacHOCTU  3HAYMMOro  OOBEKTA, NpeaycCMOTPEHHbIX
YTBEPXOEHHbLIM MIAHOM.

[TnaHupoBaHue MeponpusaTuin no obecnedeHnto 6e30nacHOCTU  3HAYUMOrO
obbeKkTa [OOSPKHO OCYWECTBMATBCA B pamMax npouecca niaHMpoBaHus,
BHEAPEHHOro B COOTBETCTBUMN C TPeOOBaHMAMM K CO34aHUI0 cUcTeM ©6e30nacHOCTU
3Ha4YUMbIX OOBLEKTOB N 0becnevyeHnto nx OyHKLMOHMPOBAHUS, YTBEPXKOEHHLIMU B
COOTBETCTBUN C NYHKTOM 4 YyacTtu 3 ctatbm 6 PenepansHOro 3akoHa o1 26 uions
2017 r. N 187-®3 "O 6e30NacHOCTN _KPUTUYECKOW  MHAOPMALLMOHHOW
NHAPaCTPYKTYpbl Poccunckon Gegepaunn'.
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13.2. B xogoe aHanusa yrpo3 6e3onacHoCTu MHdopMaL M B 3HAYMMOM 0B bEKTE U
BO3MOXHbIX NOCMEACTBUN NX peanM3aunmn oCyLLECTBNSAIOTCA:

a) aHanmmM3 Yys3BMMOCTEN 3HAYMMOro OObeKTa, BO3HMKalWMX B XoOe €ro
aKcnnyartauum;

6) aHanM3 naMeHeHus yrpo3 6e30nacHOCTM MHopMaL M B 3HAYMMOM OO BbEKTE,
BO3HMKAIOLLMX B XOA4€ €ro aKkcnnyatauum;

B) OLEHKa BO3MOXHbIX MOCMNeACTBUA peanu3aunn yrpo3 6esonacHoCcTH
NHopmaL M B 3HaYMMOM OO BEKTE.

[MepnoanyHOCTb MPOBELEHNST YKa3aHHbIX paboT onpefensieTcss cydbekToMm
KPUTUYECKOMN NHJpopMaLMOHHOM NMHAPPaCTPYKTYpbI B  OpraHu3auMnOHHO-
pacnopaanTenbHbIX JOKYMEHTax no 6e30nacHOCTU 3HAYMMbIX OO BEKTOB C y4ETOM
KaTeropmm 3Ha4MMOoCTM 0bbekTa 1 0COBEHHOCTEN ero (PyHKLMOHMPOBaHUS.

13.3. B xoge ynpaBneHus (agMUHUCTPUPOBaHMS) nogcuctemon 6e3onacHoCcTu
3Ha4YMMOoro o6bLEKTa OCYLLECTBIIAOTCS:

a) ornpegeneHve nuy, OTBETCTBEHHbLIX 3a ynpasreHne (agMUHUCTPUpOBaHME)
nogcuctemomn 6e3onacHOCTU 3HAYMMOro o0 bLEKTA;

6) ynpaBrneHve y4eTHbIMM 3anucsiMU Mofb3oBaTenen W nogaepxaHne B
aKTyarnbHOM COCTOSIHUM NpaBuUIT pa3rpaHnYeHnst 4OCTyna B 3HAYMMOM OO beKTE;

B) ynpaeJieHne cpeacrtesamm 3allmUThl I/IHC*)OpMaLI,I/II/I 3Ha4YMMOro 06bEKTA;

) ynpaBreHue OOHOBMEHUSIMM MPOrPaMMHBLIX W MporpaMMHO-annapaTHbIX
cpeancTs, B TOM 4YuClie cpeacTB 3almTbl MHGOPMaLMK, C Y4€TOM OCOOEHHOCTEN
hyHKLIMOHMPOBaHMS 3HAYMMOTO OO bEKT;

A) UEeHTpanM3oBaHHOE YrnpaBreHne noacmuctemon 6e30macHOCTU 3HAYMMOrO
obbekTa (Npn HeobxoanMoCTN);

€) MOHUTOPWHI U aHann3 3aperMcTpupoBaHHbIX COBbLITUIA B 3HAYMMOM OO BHEKTE,
CBA3aHHbIX ¢ obecneveHnem 6esonacHocTu (ganee - cobbITMS Be30MacHOCTK);

XX) conpoBoXaeHne yHKLMOHMPOBaHUS NOACUCTEMbI 6€30MacHOCTM 3HAaYNUMOro
obbekTa B Xxode ee JKchfyaTauun, BKMOYas BedeHue 3JKcnnyaTauMoHHON
OOKYMEHTAUMM U OpraHM3auMOHHO-pacnopsauTenbHbIX  JOKYMEHTOB MO
6e3onacHOCTM 3HAa4YMMOro OO bekTa.

13.4. B xope ynpaBrieHWss KOHdurypauuen 3HadymMmoro ob6bekTa U ero
nogcuctembl Oe3onacHoCcTM [Ons  uenen obecnedyeHnss ero 0OesonacHoCTuU
OCYLLECTBIIAOTCS:



a) onpegeneHne nuy, KOTOpbIM paspeLleHbl 4eNCTBUSA NO BHECEHNIO U3MEHEHUN
B KOH(Urypauuio 3HaymMmoro obbekta U ero nogcucteMbl 6e30macHoOcTH, U KX
NONTHOMOYUW;

6) onpegeneHne KOMMOHEHTOB 3HA4YMMOro ob6bekTa M €ero nogCcUCTEMbI
6e3onacHoOCTK, Noanexawmx M3MEHEHW0 B paMKax YynpaBfeHus KOHdumrypauum
(MoeHTUUKaumss  OB6BHLEKTOB  YNpaBrieHUs  KOHGUrypauum):  nNporpaMmmHo-
annapartHble, NporpaMMHble CpeacTBa, BKYas CcpeacTBa 3awuTbl MHdopMauuuy,
N NX HACTPOMKM W MNPOrpaMMHbIN KoL, SKChnyaTauMoHHas [OKyMeHTaums,
NHTepdencsl, anrbl N UHbIE KOMMOHEHTLI, NoASIeXalme N3MEHEHUIO N KOHTPOJSTHO;

B) yMNpaBfieHWEe W3MEHEHUSMM 3HAYMMOrO OObekTa U €ero nogcuUcTeMbl
6e3onacHocTU:  paspaboTka napameTpoB  HacTpPoOMKK,  obecnedmBaroLLmx
Oe3onacHOCTb 3HA4YMMOro OObeKkTa, aHanmM3 MNoTeHUMarnbHOro BO34ENCTBUSA
NnaHupyembliX U3MeHeHun Ha obecneyeHne 6e30MacHOCTU 3HAYMMOro OObEeKTa,
CaHKLMOHNPOBAHNE BHECEHUSI UBMEHEHMI B 3HAYMMbIN OOBEKT N €ro nogcuctemy
6e3onacHOCTX, [OOKYMEHTMPOBaHWE OENUCTBUA MO BHECEHUIO W3MEHEHUA B
3Ha4YMMbI OO BEKT M COXPaHEHNE AaHHbIX 00 N3MEHEHUAX KOHGMIypaLLuu;

) KOHTPONMb AENCTBUMA MO BHECEHUIO M3MEHEHUN B 3HaA4YUMbI OOBLEKT U €ero
nogcuctemy 6esonacHocTI.

PeanunsoBaHHble MpoLEeCChl YNpaBieHNa U3MEHEHUSIMU 3HAYMMOro obbekTa U
ero nogcmuctemol 6e30MnacHOCTU OOSPKHbI OXBaTbiBaTb MPOLLECCHI rapaHTUAHOIO Y
(M) TexHU4eckoro obCnyxmBaHns, B TOM YUCIEe AUCTAHUMOHHOMO (y4arneHHOoro),
NporpaMMHbIX M AporpaMMHoO-annapaTHbIX CPeAcTB, BKIOYas cpeacTBa 3alwmThbl
NHpopmaLmm, 3Ha4MMOro o6 bLEKTa.

13.5. PearmpoBaHMe Ha KOMMbIOTEPHbIE WHUMAOEHTbl OCYLUECTBIAETCA B
nopsgke, YCTAHOBSIEHHOM B COOTBETCTBUMM C MYHKTOM 6 4Yactu 4 cTtatbun 6
PepepanbHoro 3akoHa ot 26 wwona 2017 r. N 187-93 "O 6esonacHOCTU
KpUTUYECKOM MHAOpMAaLIMOHHOW MHMPaCTpyKTYpbl Poccunckon Pegepauinm'.

[na pearMpoBaHNa Ha KOMMbIOTEPHbIE MHUWOEHTbI ONpeaensaiTcs paboTHUKN,
OTBETCTBEHHbIE 3a BbISIBNEHNE KOMMbIOTEPHbLIX MHUWMOEHTOB U pearnpoBaHne Ha
HUX, N ONpeaensitoTCs UX OyHKL MW,

13.6. [1na obecneveHnss 4ENCTBUN B HELUTATHbLIX CUTYyaLUsaX NpY 3KCyaTauum
3Ha4YMMOro o6 bLEKTa OCYLLECTBIIAOTCS:

a) nnaHvpoBaHWe MeponpuaTUiA No obecrnedyeHuto 6e30nacHOCTU 3HAYMMOro
06beKTa Ha Cry4Yail BO3HUKHOBEHUSI HELLITaTHbIX CUTYaLUM;

6) oOydyeHne wn oTpaboTka AOeNcTBUA NepcoHarna no obecnedyeHuto
6esonacHOCTM 3Ha4MMoro obbekTa B Clyvyae BO3HUMKHOBEHUSI HeLUTaTHbIX
cuTyauuu;
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B) cO34aHue anbTepHaTUBHbIX MECT XpaHeHuss n 0bpaboTku MHGOpMaLUUM Ha
crlydan BO3HUKHOBEHMWS HELUTaTHbIX CUTYaLui;

) pe3epBUpOBaHME NMPOrpamMmMHbIX U NMPOorpamMmmMHO-annapaTHbIX CPpeacTB, B TOM
yucne CpencTB 3awmTbl MHGOPMaLUM, KaHarnoB CBS3W Ha Crydal BO3HUKHOBEHMS
HeLUTaTHbIX CUTyaL Wi,

A) obecneveHne BO3MOXHOCTM BOCCTAHOBSEHMS 3HAYMMOro o6 bekTa u (Mnm) ero
KOMMOHEHTOB B Clly4ae BO3HUKHOBEHUSI HELUTATHbIX CUTYaLUi;

e) onpepeneHne nopAaaka aHalim3a BO3HUKLWMX HEeLWTaTHbIX CMTyaLLMVI 7
NMPUHATUA Mep No HeaonyLweHn X NOBTOPHOINO BO3HUKHOBEHUA.

13.7. B xooe vHGopMMpoBaHUA M 0Dy4YeHUss nepcoHana 3Hadyumoro obbekTa
OCYLLECTBIIAIOTCS:

a) MHdopMMpoBaHWE nepcoHana ob yrposax 6esonacHOCTU MHGopMauuKU, O
nNpasuniax 6e3onacHom aKcnyaTaunum 3Ha4MMOro o0 beKTa;

6) noBegeHne Ao nepcoHana TpeboBaHuM No obecneyeHuto 6HGesonacHoOCTU
3HA4YMMbIX OOBEKTOB, a TaKXe MOJIOKEHUN OpraHn3aLOHHO-PACNOoPSAANTENbHBbIX
OOKYMEHTOB MO 6e30MacHOCTM 3Ha4YMMbIX OO BEKTOB B YaCTM, UX KacatoLENCH;

B) 00y4yeHne nepcoHana npasunam aKcnmyaTauum otaenbHbIX CPeacTB 3almThbl
nHdopMaL M1, BKItoYasi NPOBEAEHNE NPAKTUMECKUX 3aHATUIA C MEPCOHArIoM;

) KOHTPOSfib OCBEOOMIIEHHOCTW rnepcoHana o6 yrposax 6e3onacHoOCTH
MHOpMaLMM M YPOBHA 3HaAHWA MNepcoHana no Bonpocam obecneveHus
6e30nacHOCTU KpUTHUYECKON MHGpOpMaLMOHHON MHAPPACTPYKTYPLI.

[NepnognyHOCTL NPOBEAEHUA YKa3aHHbIX MEpPONpUATUA  yCTaHaBMBaETCH
CYOBbEKTOM KPUTUYECKON MHGOPMALMOHHON MHAPACTPYKTYpbl B OpraHu3auOHHO-
pacnopsaanTenbHbIX AOKYMeHTax no 6e30nacHOCTM 3Ha4YMMOro obbekTa ¢ y4eToM
KaTeropmm 3Ha4MMoCTK U ocobeHHoCTEeN PYHKLIMOHNPOBAHUS 3HAYUMOro 06 bEKTa.

13.8. B xonoe koHTpons 3a obecrneyeHnemMm 0e30MacHOCTM 3HAYMMOro obbekTa
OCYLLECTBNAITCS:

a) KOHTpOmrb (aHarmu3) 3aWMILEHHOCTM 3Ha4YMMOro oObekTa C  y4eToM
ocobeHHocTen ero oyHKLMOHMPOBAHWS;

6) aHanu3 n oueHka OyHKLMOHMPOBAHNS 3HAYMMOro 00 bekTa 1 ero NoL4CUCTEMbI
6e3onacHOCTK, BKMOYas aHanmM3 u ycTpaHeHne ysa3BMMOCTEN U MHbIX HELOCTAaTKOB
B (PyHKLMOHMPOBaHUN NOACUCTEMbI D€30MaCHOCTM 3HAYMMOro OO BLEKTA;

B) AOKYMEHTUPOBaHMEe MpoLeayp W pesynbTaToB KOHTPOns 3a obGecrneyeHnem
6e30nacHOCTM 3HAYNMOrO OO BEKTA;



) NpuUHATWE peweHnss Mo pes3ynbTataMm KOHTpona 3a obecneveHvem
6e3onacHoOCTM 3Ha4YMMOro o6bLeKkTa 0 Heo6xoAUMOCTM AopPaboTKKN (MoaepHM3aLLUK)
€ero nogcucTemMbl 6e30nacHOCTMW.

Ob6ecneyeHne 6e30MacHOCTU 3HAYNMOro OO bLEeKTa Npu BbIBOAE €ro n3
aKcnnyaTtauum

14. O6GecneyeHne 6Ge3onacHOCTM 3HAYMMOro OObekTa nNpu BblBOAE €ro U3
aKkcnnyaTaumm WM nocrie NpuHATUS  pelweHna o6 OKOHYaHun 0b6paboTKm
NHOpMaL MM OCYLLECTBISIETCA  CYOBEKTOM  KpUTUYECKOM  MHAGOPMaLMOHHOM
MH(PPaCTPYKTYpbl B COOTBETCTBUM C JKCMslyaTauMOHHOM [OOKyMeHTauuen Ha
3HaYUMbIA OOBEKT M OpraHM3aLMOHHO-pacnopPSAUTENbHBIMU  OOKYMEHTaMU MO
6e3onacHOCTM 3HAa4YMMOro o6 bLEKTa.

ObecnevyeHne 6Ge3onacHOCTU 3Ha4YMMOro obbekTa npu BbIBOAE €ro U3
aKcnyaTaumm OoSMKHO nNpegycmMaTpuBaTh:

a) apxvMBMpoOBaHMe NHGOPMaL U, cogepXallencs B 3Ha4MMOM 0O bekTe;

6) yHU4TOXEHNE .(CTUPaHWE) AaHHbIX U OCTAaTOYHOW MHpopMaL M C MaLLMHHBIX
HocuTenen uHdopmauum ©u (A1)  YHUMTOXEHME  MalMHHBIX — HOCUTernewn

NHJpopMaLmu;

B) YHUMTOXEHNE UM apXMBUPOBaHME AaHHbIX 06 apXUTekType 1 KOHdurypauum
3HA4YMMOro o6 bEKTa;

(MognyHkT B pepakuun, BBegeHHon B gencteume ¢ 30 anpens 2019 ropa
npukasom PCTIK Poccum ot 26 mapta 2019 roga N 60.

) apXvBMpPOBaHWE WM YHUYMTOXEHWE IKCMyaTaunoHHOM [OOKYMEeHTauum Ha
3Ha4YUMbIA OOBEKT W ero noacuctemy ©0e30MacHOCTM W OpraHu3auMOHHO-
pacnopsaanTenbHbIX JOKYMEHTOB N0 6€30nacHOCTN 3Ha4YMMOro obbekTa.

14.1. ApxmBupoBaHVME WHopMaLMM, coaepxallenca B 3Ha4YMMOM OOBbekKTe,
AOITKHO OCYLIEeCTBNATLCA B Cllydae ee [JarnbHeuwero WCrorb30oBaHUSA B
AeATeNbHOCTN CyObeKTa KpUTUYECKON MHpOopMaL MOHHON MHAPPACTPYKTYPLI.
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14.2. YHWYTOXEHMEe (CTUpaHMe) [AaHHbIX W  OCTaTovHOM WHopmaumm C
MalUMHHbIX HOcUTenen wuHdOopMauMM OCYLLECTBNSETCS B cliydae 00paboTku
3Ha4YUMbIM ODOBEKTOM MHGOPMALMM OrpaHUYEHHOro AocTyna WM B Criydae
NPUHATUS  TaKOro  pelleHust CYObeKTOM  KPUTMYECKOWM  MHAOopMaLNMOHHOM
NHJPPaCTPYKTYPbI.

YHUYTOXEHME (CTUpaHWe) AaHHbIX M OCTaTOYHOW MHGOPMaUMM C MaLLMHHBIX
HocuTenen uHdOpMauuM nNpousBoaUTCS MNpyU  HeobxoauMOoCcTU  nepenayu
MaLUMHHOIO HOCUTENsS MHopMaummM opyroMmy nosib30BaTento 3Ha4YnMMoro obbekTta
WM B WHble OpraHusaumMm LN PEeMOHTa, TEeXHUYECKOro OOCNyXMBaHUA Wnu
AarnbHeunLero YHNYTOXEHS.

[lpy BbIBOAE W3 3KCMyaTauum MaLMHHBIX HOcuTenen uHdopmauun, Ha
KOTOPbIX OCYLLUECTBIIANUCL XpaHeHne u obpaboTka WHGopmauum, npon3BogUTCS
MMM PU3NYECKOE YHUYTOXEHME CaMMX MAaLUMHHBIX HOCUTENnen WHdopmMauum munm
YHUYTOXEHNE COoOepXallencs Ha MaLMHHbIX HOCUTENsxX MHopMauum MetoLamu,
He npegycMaTprBaoLLMMN BO3MOXHOCTb €€ BOCCTaHOBSIEHUS.

YHUYTOXEHME (CTUpaHWe) AaHHbIX M OCTaTOYMHOW MHGOPMaUMM C MaLLMHHBIX
HocuTernen wuHGOPMaLUM NOLJSIEXUT [OOKYMEHTUPOBAHMIO B COOTBETCTBUN C
OopraHuM3aLoHHO-pacnopaamTeNbHbIMU JOKYMEHTaMM Mo 6€30nacHOCTU 3HAaYUMOro
obbekTa.

14.3. lpn BbIBOAE 3HA4YMMOro obbeKkTa W3 3Kcnfyatauum [OrvkeH ObiTb
OCYLLUECTBIIEH COPOC HACTPOEK NMporpaMMHbIX U NPOrpaMMHo-annapaTHbIX CPeacTs,
B TOM 4YuUCrie CPeAcTB 3awmThbl MHdOpMaLun, yoaneHa nHoopmaums o cybbekTax
aocTyna n obbekTax 4oCTyna, yaasneHbl y4eTHble 3annucu nosib3oBaTenen, a Takxke
NOeHTUMKaLNOHHas U ayTeHTUdmMKaLoHHasa nHdopmMaumsa cydbekToB gocTyna.

14.4. Tlpn BbIBOAE 3HaYMMoro OObekTa M3  3Kchfyatauum  BCS
aKcnnyaTaumMoHHas AOKYMEHTaUMs Ha 3Ha4yMMbli OOBLEKT W ero nogcucTemy
6e3onacHOCTK, 9KcnfyaTauMoOHHas [OOKYMEeHTauust Ha oThenbHble cpencTBa
3awmTbl MHGOPMaL M1 NOONIEXUT apXMBHOMY XPaHEHWIO.

CpoKM XpaHeHust OOKyMeHTauuu onpeaensalTcd CYOBHEeKTOM KPUTUYECKOW
MH(POPMALIMOHHON  MH(PPACTPYKTypbl B OpraHuM3auOHHO-pacnopsanuTernbHbIX
AOKYMeHTax no 6e30nacHOCTN 3Ha4YMMOro oo bekTa.

Mo pewweHnto cybbekTa KpPUTUYECKON WMHGOPMALMOHHON MHAPACTPYKTYPbI
aKcnnyaTaumMoHHas AOKYMEHTaUMs Ha 3Ha4yMMbli OOBbEKT W ero nogcuctemy
6esonacHoOCTK, a TaKke OopraHM3aunoHHO-pacnopaauTenbHble OOKYMEHTbl MO
6esonacHOCTM 3Ha4yMMoro obbekTa (MHCTPYKUWMW, pyKkoBoACTBa) MOryT ObITb
YHUYTOXEHbI. B 3TOM criydae pakT YHUHTOXEHUS MOoanexuT LOKYMEHTUPOBaHWUIO
CYObEKTOM KPUTMYECKOM MHAGOPMALMOHHON WHMPACTPYKTYpbl C  yKasaHWEM
HaMMeHOBaHUs, cocTaBa JOKYMEHTOB, CMOCOBOB M AaTbl X YHUHTOXEHWS.

lll. TpeboBaHMA K OpraHN3ayUOHHLIM U TEXHUYECKUM
MepaMm, NpMHMMaeMbIM Ansa obecnevyeHnsa 6e3onNacHOCTU
3Ha4YUMbIX OO BLEKTOB



15. Llenbto obecnevyeHns 6Ges3onacHOCTM 3HaA4YMMOro ob6bekTa sBnseTcs
obecnevyeHne ero ycTtonunmeoro yHKLMOHMPOBAHMS B MPOEKTHBLIX peXxrumMax padboThbl
B YCIIOBUSIX peanuM3aunn B OTHOLLEHUN 3HaA4YMMOro obbekTa yrpo3 6e3onacHoOCTu

NHJpopMaL K.

16. 3agadyamm obecneyeHnsa 6e30nacHOCTM 3HAYMMOro OO bEeKTa ABMAOTCS:

a) npegoTBpalleHMe  HenpaBOMEPHOro  AocTtyna K mHdopmMauuu,
obpabaTbiBaeMon 3HaYUMbIM OOBEKTOM, YHUUTOXEHUS Takou WHpopmauun, ee
MoandmumpoBaHns,  OrNOKMPOBaHWUS,  KOMUPOBaHWS,  NpefoCTaBfieHus W
pacnpoCTpaHeHns, a TaKkXke UHbIX HeNpPaBOMEPHbIX 4ENCTBUMA B OTHOLLEHUN Takowm

NHJpopMaLmu;

6) HegonyweHne WHPOPMALMOHHOIO BO3OEUCTBUS Ha NporpaMMHble U
nporpaMMHo-annapaTHble CpeacTBa, B pesynbrate KoToporo MoXeT ObITb
HapyLLEeHO 1 (Unn) NpekpaweHo GPyHKLNOHNPOBaHME 3HAYNUMOro OO BHEKTA;

B) ob6ecneveHne OyHKLMOHNPOBAHUS 3HAYMMOro OO beKTa B NMPOEKTHLIX PeXvMax
ero paboTbl B YCNOBUSIX BO34ENCTBUSA yrpo3 6e3onacHOCT MHopMaumy;

r) obecneveHne BO3MOXHOCTN BOCCTAHOBEHNA (DYHKLMOHMPOBAHNS 3HAYUMOTO
o6 beKkTa KpUTNYECKON MHAPOPMAaLMOHHON MHAPACTPYKTYPbI.

17. B 3HauyMMbix 0OObekTax oOObekTamu, noanexauymm 3awmre OT Yrpo3
6e3onacHoCTU MHopMaL M (00 beKkTamMKn 3aLmThbl), ABNSAIOTCA:

a) B MHGOPMALIMOHHbBIX CUCTEMAX:

MHopMau s, obpabatbiBaemas B MH(POPMaLMOHHOW CUCTEME;

nporpaMMHo-annapaTHole cpeactea (B TOM YucCre MalMHHbIE HOCUTENU
NHpopmaLmu, aBTOMAaTM3NPOBaHHbIE paboune MecTa, cepBepbl,
TenekoOMMyHuKaunoHHoe obopyaoBaHue, JfMHUKM CBA3KW, cpefctBa 06paboTku
B6ykBEHHO-LMppoBOI, rpadmyeckomn, BUAEO- U peHeBOn MHGOPMaLLUK);

nporpaMmMmHble cpefcTBa (B TOM 4Yucre MUKpONporpaMmmHoe, obuiecuctemMHoe,
NpyKNagHoe nporpaMMHoe obecneyveHuve);

cpeacTBa 3awmTbl MHdoOpMaLny;

apxuTeKTypa 1 KOHUrypaumnsa MHopmMaLMOHHOW CUCTEMBI;

6) B MHOPMALMOHHO-TENEKOMMYHUKALMOHHbIX CETSAX:

MHJpopMaL s, nepegasaemMasi rno fIMHUSAM CBA3MY;

TenekoOMMyHuKaLmnoHHoe obopyaoBaHne (B TOM  4ucre  NporpaMmMHoe
obecneyeHue, cMcTemMa ynpasneHust);

cpeacTBa 3awmTbl MHdopMaLny;

apxuTeKTypa 1 KOHurypaumsa NMHgopmMaLMoOHHO-TENeKOMMYHUKALMOHHON CETH;



B) B aBTOMaTMU3MPOBaHHbIX CUCTEMAX YrpaBIieHUs:

nHdopmMaumss  (gaHHble) O  napameTpax  (COCTOSHWW)  ynpaBriieMoro
(kOHTponupyemoro) obbekTa unn npouecca (B TOM yucne BxogHasa (BbIxogHas)
nHdopmMaums,  ynpaenalowaa  (KomMaHgHasl)  MHQopMauusi,  KOHTPOSbHO-
n3mepuTenbHass UWHQoOpMaUusa, MHas KPUTUYMECKU BaxHas (TexHorornyeckas)

NHpopmaums);
nporpaMMHo-annapaTHble cpegctea (B TOM  4ucrie aBTOMaTM3MPOBAHHbIE
pabouve MecTa, NPOMbILLUNEHHbIE  CEepBepbl, TeneKkoOMMYHUKaLMOHHOEe

obopyooBaHue, IUHMM CBSI3WM, NPOrpaMMUPYEMbIE JIOTMYECKME KOHTPOSNepbl,
NPON3BOLCTBEHHOE, TEXHOSIOrM4YecKoe obopynoBaHue (McnonHuTenbHble
YCTPOWCTBA);

nporpaMmMmHble cpefcTBa (B TOM 4Yucrie MUKpPONporpaMmmHoe, obuiecuctemMHoe,
NpyKNagHoe nporpaMMmHoe obecneyveHve);

cpeacTBa 3awmTbl MHdOpMaLny;

apXUTEKTYpa M KOHMIrypaumsi aBTOMaTU3NPOBAHHOW CUCTEMbI YNPaBIiEHMS.

18. Ob6ecnevyeHne 6e30MnacHOCTM 3HAYMMOro oObbEeKTa AOCTUraeTcsa nyTem
NPUHATMS B paMKax noacuctembl 6e3onacHOCTM  3HaA4YMMOro  obbekTa
COBOKYMHOCTU OpraHU3auMOHHbIX W TEXHUYECKMX Mep, HanpaBfeHHbIX Ha
BriokupoBaHue (HerTpanu3auuo) yrpo3 6esonacHoCTU MHGopMmaumm, peanmsaums
KOTOPbIX MOXET NPUBECTU K MPEKPALLEHMIO UMM HapPYyLUEHUO (OYyHKLMOHMPOBAHWS
3Ha4YumMoro obbekTa u obecneymBarowero (ynpaBfgemMoro, KOHTPOSIMPYEMOro) UM
npouecca, a Takke HapyweHuio 6esonacHocTu obpabaTrbiBaeMon WHopmaumm
(HapyLLeH1Io AOCTYNHOCTH, LLeNOCTHOCTU, KOHMAEHUNANBHOCTN MHGopMaLnn).

OpraHunsaunoHHble N TeXHUYeckue Mepbl No obecneveHuto 6Ge3onacHoCTU
3Ha4YMMOro obbekTa MNPUHUMAOTCA CYOBEKTOM KPUTUYECKOM WHGOPMAaLMOHHOWN
NH(PPACTPYKTYPbl COBMECTHO C NINLLOM, SKCNSTyaTUPYHOLLMM 3HaYUMbIA OB BEKT (Npu
ero Hammymm). lpn 9TOM Mexay CYObEeKTOM KpUTUYECKOM WHGOPMAaLMOHHON
NHPPACTPYKTYPbl U NIMLOM, 3KCMAyaTUPYIOLWMM 3HaYMMbIA OO BEKT, OOIMKHO ObiTb
NpoBedeHo pasrpaHudeHne dyHKUMM no obecnedeHnto 6e30nacHOCTU 3HAa4YNMMOro
obbeKkTa B XO4e ero aKcnnyaTauun.

19. Mepbl no obecnedyeHnto 6e30nacHOCTU BbIGMpaOTCA U peanuayloTcs B
3Ha4YMMOM OOBbEKTE C y4eToM yrpo3 6e3onacHoOCTU MHAopMaLMN MPUMEHUTENBHO
KO BCeM obbektam UK cyObekTam [ocTyna Ha annapaTtHOM, CUCTEMHOM,
NPMKIagHOM M CETEBOM YPOBHSX, B TOM YMCIE B CpeaAe BUPTyanu3aumu.

20. Mepbl no obecneyeHnto 6€30MacHOCTU 3HAYMMOro obbeKTa NPUHUMAKOTCS
CYOBbEKTOM KPUTUYECKON WHEOPMALMOHHON WHMPACTPYKTYpPbl CaMOCTOATENbHO
NN Npy HEOBXOAUMOCTU C NMPUBIIEYEHNEM B COOTBETCTBUM C 3aKOHOAATENBLCTBOM
Poccumnckon denepaumm opraHmsaunm, UMeLWmxX B 3aBUCUMOCTU OT MHAopMaLLnu,
obpabatbiBaeMo 3HaYMMbIM ODBEKTOM, JMUEH3UKO Ha AOeATEenbHOCTb Mo
TEXHUYECKON 3awmTe MHopMauuy, COCTaBNAOWEN rOCY4apCTBEHHYIO TaWHy, U
(Mnn) Ha OeATenbHOCTb MO TEXHNYECKOM 3awmTe KoHMAeHU anbHon nHgopmaumm



21. MNpuHMMaeMble opraHM3auMoOHHbIE N TEXHUYECKNE MePbl Mo obecrneyeHuto
6e3onacHOCTM 3Ha4YMMOro o6bekTa [OOIfPKHbl COOTHOCUTLCA C  MepamMu Mo
NPOMBILLNEHHON,  (PyHKLMOHarNbHONW  ©e30nacHOCTW,  MHbIMWM  MepaMuh MO
obecrneyeHnto Oe3onacHOCTM  3HA4YMMOro obbekta K obecnevymBaloLero
(ynpaBnsieMoro, KOHTporumpyemoro) obbekta unm npouecca. pn aToM mMepbl Mo
obecnevyeHnto Oe3onacHOCTM 3HAYMMOro OObEeKkTa He [OOJDKHbl OKa3sbiBaTb
OTpULaTENBHOIO BNNSHUSA Ha PYHKLIMOHMPOBaHWE 3HA4YMMOro 06 beKkTa B MPOEKTHbIX
pexmmax ero paboTbl.

22. B 3Ha4YnMbIX OO bEKTaxX B 3aBMCUMOCTM OT UX KaTeropum 3Ha4mmMocTu 1 yrpo3
6esonacHoCTM  WMHGopMaumm  OOMKHbI  OblTb  peanu3oBaHbl  criegyoume
OpraHM3aunoHHbIE N TEXHNYECKMNE MEPDI:

naeHTudmkaumnsa n ayteHtTudmkauna (MAD);

ynpasneHue goctynom (YI0);

orpaHunyeHue nporpammHon cpeabl (Ol1C);

3awmTa MalUMHHbIX HocuTenen nHgopmaumm (3HNM);

ayauTt 6esonacHocTun (AY);

aHTuBUpYCHas 3awmTta (AB3);

npenoTBpaLleHne BTOpPXKeHUn (KoMMbioTepHbix atak) (COB);

obecneyeHune yenoctHocTn (OLT);

obecneyveHve goctynHocTtu (OOT);

3awmTa TexHmyeckux cpencts n cuctem (3TC);

3awmTa nHopmaL MoOHHOW (aBTOMaTU3MPOBAHHOM) CUCTEMbI U €€ KOMINOHEHTOB
(3UC);

NNaHMpoBaHWe MeponpusaTui no obecnedyeHuto 6esonacHocTu (MITH);

ynpasneHue koHdurypauven (YK®P);

yrnpasreHne ob6HoBeHNsIMKM nporpammHoro obecneyenus (OlMO);

pearmpoBaHme Ha MHUMAOEHTbl MHdopMaLunoHHon 6esonacHocTn (UHLL);

obecnevyeHne OenNCTBUM B HelLTaTHbIX cuTyaumsax (OHC);

nHpopMmmnpoBaHme n obyveHme nepcoHana (UMO).

CoctaB Mep no obecnedyeHnto ©Oe30NacHOCTM 3HAYMMbIX OOBLEKTOB B
3aBMCUMOCTM OT KaTeropuMm 3Ha4YMMOCTU MNpUBELAEH B MPUIIOXKEHUM K HACTOSLLMM
TpeboBaHuAM.

[Mpn peanusaumm mep No obecneyeHnto 6e30MacHOCTU 3HAYMMbIX OOBHLEKTOB
NPUMEHSIOTCA MeTOANYECKMe AOKYMeHTbl, paspabotaHHble PCTIOK Poccum B
COOTBETCTBUM C NoanyHKTOM 4 nyHkTa 8 lNonoxeHnsa o PegepanbHon cryxbe no
TEXHUYECKOMY M OKCMOPTHOMY KOHTPOSMO, YTBEPXOEHHOro Ykasom [lpesngeHTa
Poccunckon Penepaumv ot 16 asrycta 2004 r. N 1085.

23. Boibop mep no obecnevyeHnto 6e30nacHOCTU 3Ha4YNMbIX OOBHEKTOB AN UX
peanu3aunmn BKIIOYaeT:

a) onpeneneHve 6asoBoro Habopa Mep no obecneyeHuto 6GesonacHOCTU
3Ha4YMMOro 06BHEKTA;
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6) apantaumio 6asoBoro Habopa Mep no obecnedeHuto 6GesonacHOCTU
3Ha4YMMOro 06BHEKTA;

B) 4ONOSHEHWe aganTupoBaHHOro Habopa mep no obecnedeHnto 6e3onacHOCTH
3Ha4umMoro obbekTa Mepamu, YCTaAHOBMEHHLIMW  MHLIMW  HOPMATMBHbLIMU
NpaBoOBbLIMN akTamm B obnactn obecnedeHnsa ©e30MacHOCTU  KPUTUYECKOW
MH(pOPMaLMOHHON  MHpacTpyKTypbl  Poccunckon  ®Pefepaumm  ©n 3awmThl
NHJpopMaL K.

basoBbin Habop mMep no obecnedyeHno 6e30MacHOCTU 3HAYUMMOro obbekTa
onpegensieTcss Ha OCHOBE YCTAHOBIIEHHOW KaTeropum 3Ha4YMMOCTM 3HaYMMOro
ob6beKkTa B COOTBETCTBUMN C NPUNIOXKEHNEM K HacToawmm TpeboBaHnaM.

basoBbin Habop mMep no obecnedyeHno 6e30MacHOCTU 3HAYUMMOro obbekTa
noanexut agantauum B COOTBETCTBUM C yrpo3amu 6e30nacHOCTU MHAopMaLmn,
NPUMEHSIEMbIMA  MHAOPMALMOHHBIMW ~ TEXHOMOMMAMM U OCODEHHOCTSAMU
YHKLMOHNPOBAHUSA 3Ha4ymmoro obbekTta. [pn atom m3 6asoBoro Habopa MoryTt
ObITb WUCKIIOYEHbI Mepbl, HENOCPEOCTBEHHO CBSA3aHHble C WHEOPMAaLMOHHbLIMN
TEXHOMOMMAMK, HE UCMOSb3YEMbIMU B 3HAYMMOM OO BbEKTE, UMM XapakTepUCTUKaAMMU,
He CBOMCTBEHHbIMM 3Ha4YMMoMy 06bekTy. [Npn aganTtaumm 6a3oBoro Habopa mep no
obecrneyeHnto 6e30MacHOCTU  3HAYMMOro obbekTa [ONns  Kaxgoum  yrposbl
6e3onacHoCTU MHopMmaL M1, BKIFOYEHHOM B MOLESb Yrpo3, COMOCTaBsAeTca Mmepa
nnn rpynna mep, obecneymsatowme GOKMpoBaHME OLHOM UM HECKOSTbKUX Yrpo3
6e30MacHOCTU UM CHWXaKLWME BO3MOXHOCTb €€ peanu3aunm NCxoas u3 ycroBum
YHKLMOHNPOBaAHMSA 3Ha4MMoro obbvekta. B crnyvae ecnn 6a3oBbii HABoOp Mep He
nosgonsiet  obecneuntb  GNOKMpoBaHMe  (HEUTpanM3auui) BCEX  Yrpos
6esonacHocTM wHGOPMaUMK, B HEro AOMNOSIHUTENIbHO BKIIHOYAOTCA  Mepbl,
NpBELEHHbIE B MPUNOXEHMM K HACcToAWMM TpeboBaHUAM.

[lononHeHne aganTuMpoBaHHOro Habopa Mep no obecnedeHuto 6e3onacHoOCTU
3Ha4MMoro oOO6beKkTa OCYLUECTBNSETCSA C Lenbl  BbINOMHEHUS TpebosaHun,
YCTAHOBSEHHbIX MHbIMM  HOPMAaTMBHbIMM MPaBOBbIMW akTamu B obnacTu
obecrneyeHna 6e30MacHOCTU KPUTUYECKOM MHAOPMALMOHHON WMHAPaCTPYKTYpbl U
3awmThbl MHopmaumn. [lononHeHne aganTMpoBaHHOrO Habopa Mmep NpoBOAUTCH B
crydae, e€ecfiM B OTHOLWEHUMM 3Ha4YMMOro obbekTa B COOTBETCTBUM C
3akoHogartenbcTBoM Poccuiickon denepaumm Takxe ycTaHOBMNEHbI TpeboBaHus O
3aumte uHopMauun, cogepXawencs B rocygapCTBEHHbIX MHJOPMaLMOHHBIX
cuctemax, TpeboBaHus K 3awmTe MepcoHarnbHbIX AaHHbIX Npu nx obpaboTke B
MH(POPMALMOHHBIX ~ CUCTEMaxX  MNEepCOHarbHbIX  AaHHbIX, TpeboBaHus K
KpuaTorpagmyeckon 3saumte wuHdopMauum wmnn uHble TpeboBaHua B obractu
3awmTtbl  mHGopMauum K obecnedeHna  6e30MacHOCTU  KPUTUYECKOW
NMHJPOPMaLIMOHHOW MHAPACTPYKTYpbI.



24, B cny4ae ecnm 3HauuMMbIn  OOBEKT SABMSETCA  rocygapCTBEHHOW
MH(POPMALIMOHHOM CUCTEMOM WITM  MHAPOPMALMOHHON CUCTEMOW MepCOoHarbHbIX
AaHHbIX, Mepbl Mo obecnedeHnto 6Ge30MacHOCTM 3HAYMMOro OobbekTa U Mepbl
3awmTbl nHdopmaumm (no obecneveHnto NepcoHanbHbIX AaHHbIX) NPUHUMAKOTCH B
COOTBETCTBUM C Horee BbICOKOWN KaTeropmen 3Ha4MmMoCTH, KIacCoM 3aLLUMLLEHHOCTH
NN YPOBHEM 3aLLMLLIEHHOCTM NEPCOHarnbHbIX JaHHbIX.

25. Ecrm npuHATble B 3Ha4YMMOM OObekTe Mepbl MO obecneyeHuro
NPOMbILLIEHHOW,  OyHKUMOHanbHOM  6e3onacHocT  n - (um)  omM3nMYecKom
BGesonacHOCTM JOCTaTOYHbI 4519 65TIOKMPOBaHNS (HEUTpanu3auumn) oTAerNbHbIX Yrpo3
6esonacHoCTM  WHGOpMauUW,  OOMONHUTENbHbIE  Mepbl, BblOpaHHble B
COOTBETCTBUM C MNyHKTamMu 22 un 23 Hactosumx TpeboBaHuMW, MOryT He
npuMeHaTbCs. [pn 3ToM B xoae pas3paboTkm OpraHn3aLMOHHbIX U TEXHUYECKUX Mep
no obecne4yeHmio 6e30nacHOCTM 3HAYMMOro obbeKkTa AormkHa ObITb 0OOCHOBaHa
[0CTaTOMHOCTb NPUMEHEHNS Mep No obecneyeHno NPOMbILLIEHHON 6e30nacHOCTH
nwm  dwmsndeckon  6esonacHocTM  And  GnokupoBaHus  (HeMTpanusauum)
COOTBETCTBYHOLUMX Yrpo3 6e3onacHoCTU nHdopmaumu.

26. [lpn oOTCYTCTBMM BO3MOXHOCTU peanuMsaumn OTAEeNbHbIX Mep Mo
obecrneyeHnto ©Oe3onacHOCTM U (UKM)  HEBO3MOXHOCTU  UX MNPUMEHEHUS K
oTaenbHbiM O6bekTaM M cybbekTam [[OCTyna, B TOM 4uUCre BCeacTBuE WX
HEraTMBHOMO BIMSIHUA Ha (OYHKLMOHMPOBAHME 3HAYUMMOro OBbeKTa B MPOEKTHbIX
pexmMmax 3Hayumoro ob6bekTa, [OOikHbl OblTb pa3paboTaHbl W BHEOPEHDI
KOMMNeHcupylowme Mepbl, obecneyvBalowme OrnokupoBaHue (HeUTpanusauuio)
yrpo3 ©6e3onacHocTn WHopmaumm C¢ HeobXoaAMMbIM YPOBHEM  3aLUMLLEHHOCTU
3Hadumoro obbekTa. [lpy 3TOM B Xxode paspaboTKM OpraHu3auMOHHbLIX W
TeXHU4eckux Mep no obecneyeHnto 6e30MacHOCTU 3HAYUMMOrO OBBbEKTa AOSTKHO
O6biTb OBOCHOBAHO MNPUMEHEHNE KOMMEHCUPYIOLLMX Mep, a npu MpUEMOYHbIX
ncnblTaHMsx (aTTecTaumn) oueHeHa [OCTaTOMHOCTb W aAeKBaTHOCTb [JaHHbIX
KOMMNEHCUpyoWMX Mep Ana 6rnokmpoBaHua (HeMTpanmsauumn) yrpo3 6e3onacHoCcTm
NHJpopMaL K.

B kayecTBe KOMMEHCUPYHOLMX Mep MOryT ObiTb pacCMOTPEHbl Mepbl MO
obecnevyeHnto  MPOMbILNEHHOW,  (PyHKUMOHarnbHOWM 1 (unn)  dmsnyeckon
6esonacHOCTU 3Ha4YMMOro obbekTa, NnoaaepxvsaroLlme Heob6xoaMbIN YPOBEHb €ro
3aLLUMLLIEHHOCTW.

26.1. lpn uncnonb3oBaHMM B 3HAYMMbIX OB6BEKTAX HOBbIX MHGOPMALMOHHbBIX
TEXHOMOMN N BbISIBEHUN OOMNOSHUTENMbHBIX Yrpo3 6GesonacHocTu mHdopMauuu,
ON19 KOTOPbIX He onpegeneHsl Mepbl no obecneyeHuo 6e30nacHOCTU, OOSPKHbI
paspabaTbiBaTbCA KOMMEHCUPYOLLME MepPbl B COOTBETCTBMM C MNyHKTOM 26
HacTosImx TpeboBaHUN.

(MyHKT gononHUTensHO BKIMtoYeH ¢ 25 ceHTabps 2020 roga npukasom PCTIK
Poccuu o1 20 deeBpansa 2020 roga N 35)

IV. TpeboBaHusA K NporpamMMHbIM U MPOrpamMMHO-
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annapaTHbIM cpeacTBam, NPUMeHsAeMbIM ANA obecneyeHuUs
©0e30nNacHOCTU 3HAYUMbIX OO BLEKTOB

(HanmeHoBaHne [ononHUTENbHO BKItOYEHO ¢ 25 ceHTsabpa 2020 roga npukasom
®CTIK Poccum ot 20 doespansg 2020 roga N 35)

27. TexHnyeckune mepbl no obecneyeHmno 6e3o0nacHOCTM B 3HAYMMOM OObeKTe
peanuMayloTca nocpeacTBOM  UCMNOSMb30BaHWUS  MPOrpaMMHbIX M NPOrpaMMHO-
annapaTHbIX CPeacTB, NPUMeEHSAEMbIX Ans obecneyeHmnss 6€30nacHOCTU 3HAYUMbIX
0ObEKTOB - CpeacTB 3awmTbl MHGopMauum (B TOM 4uUCre BCTPOEHHbLIX B
obLLecncTeMHoe, NpuKiagHoe nporpammMmHoe obecneyveHne), a Takxke obecnedeHns
6e3onacHOCTM NporpaMMHOro obecnevyeHnsa 1 nporpaMmMHo-annapaTHbIX CPeacTs,
NPUMEHSAEMbIX B 3HAYNMbIX OO bEKTAX.

(AG3ay B pefakuuu, BBedeHHOM B gencteume ¢ 25 ceHtabps 2020 ropa
npukaszom PCTIK Poccum ot 20 deBpana 2020 roga N 35.

[Mpy 3TOM B NPMOPUTETHOM Nopsigke noanexar NpUMEHEHUIO cpeacTBa 3aLlmThl
NH(popMaL MK, BCTPOEHHble B MporpaMmHoe obecneveHne n (Mnm) nNporpamMmmHo-
annapaTHble cpefCcTBa 3Ha4YMMbIX OO BEKTOB (MPU UX HANMYUNn).

28. [nsa obecnevyeHns 6e30MacHOCTU 3HAYUMbIX OOBEKTOB KPUTUYECKOW
MHPOPMALIMOHHOWN MHPACTPYKTYPbl AOIDKHbI MPUMEHATLCA CpeacTBa  3almThbl
MHopMau M1, npolleglume OLEeHKY Ha CcOOTBeTCTBMe TpeboBaHusiM MO
6e3onacHocTu B popmax oba3aTesnibHOM cepTUdmKaLnm, UCMbITaHUA U NPUEMKM.

CpenctBa 3awmTthl MHGopMaumm, npolleLlume OLeHKY COOTBETCTBUS B dhopme
obsasatencHOM cepTudmkaumm, MNPUMEHSIOTCA B ClydvasiX, YCTaHOBJIEHHbIX
3akoHogartensctBoM Poccunckon Pepepaumn, a TakkKe B Crydae MNPUHATUS
peLLEHNsT CYOBEKTOM KPUTUHYECKON MHpOpMaLMOHHON MHAPPACTPYKTYPLI.

B WHbIX crnyyasix NpMMEHATCH cpefcTBa 3awmTbl MHGOpMaUUK, npoLueLume
OLleHKY COOTBETCTBMS B (popmMe MCMbITAaHUWN UM MPUEMKU, KOTOpble NPOBOLAATCS
cyObekTaMn KpUTUYECKOM WMHEOPMALMOHHON MHAPACTPYKTYpbl CaMOCTOATENbHO
WM C  MpVBMIEYEHNEM  OpraHu3auunM, uMerumx B COOTBETCTBMM  C
3akoHopaTtensctBoM Poccumnckon degepaumm nULEH3UM Ha OEATENLHOCTL B
obnacTtu 3awmTbl MHopMaL K.

NcnbiTaHns (npyemka) cpencTts 3awmTbl MHopMau M NpoBOAATCA OTAEMNbHO
MM B COCTaBe 3HayYMMoro oOb6bekTa  KpuUTudeckorm  MHGOPMaLMOHHOM
MH(PPaCTPYKTYpPbl B COOTBETCTBMM C MNpPOrpaMMon M MeTOAMKaMU UCTbITaHWU
(Nnpuemkn),  yTBEpXOaeMbiMn  CYOBEKTOM  KPUTUYECKOW  MHJ)OPMAaLMOHHOM

NHJPPaCTPYKTYPbI.

C 1 anBaps 2023 roga npukazom PCTIK Poccum ot 20 despana 2020 roga N 35
ab3au yeTBepThbIn NyHKTa 28 HacTosAwmx TpeboBaHuin yTpadynBaeT cuny.
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29. B cnyyae vcnonb3oBaHNa B 3HAYMMOM OObEKTE CepTUPULMPOBAHHLIX Ha
cooTBeTcTBME TpeboBaHMAM no 6e3onacHOCTU WMHopmaumm cpencTB 3almTbl

NMHJpopMaLK:

a) B 3HauuMbIX obbekTax 1 KaTeropym MNPUMEHSAIOTCA CpeacTBa 3almTbl
MHJOPMaLMM HE HWKe 4 Kracca 3awumTbl, a TakXe CcpefcTBa BblYMCIUTESNTbHOU
TEXHUKU HE HWXKE S Krnacca;

6) B 3HAYMMbIX ODObeKTax 2 KaTeropum MNPUMEHAIDTCA cpeacTBa 3almTbl
MHopMaLmMM He HwkKe 5 Knacca 3awmTbl, a Takke cpeacTBa BblYMCIIUTESTBHOM
TEXHUKN HE HWXe S Kracca,

B) B 3HauMMbIX ObOBbekTax 3 KaTeropum MPUMEHSIOTCS CpeacTBa 3awmThbl
MHdOpMaLIMK 6 Kracca 3aWwmThbl, a Takxke CpeacTBa BblYMCIIUTENBHON TEXHUKN He
HWKe 5 Krnacca.

Mo 9TOM B 3HaAYMMbIX 0ObekTax 1 kaTteropum 3HAYMMOCTU MNPUMEHSIOTCH
cepTMdmumMpoBaHHbie cpeacTBa 3awmTbl MHGOPMaL UM, cooTBeTCTByoLmME 4 unu
bornee BbLICOKOMY YpPOBHIO [[oBepusi. B 3Haunmmbix OObekTax 2 Kareropum
3HAYNMOCTU NPUMEHSAITCA CepTUMLMPOBaHHbLIE CPeacTBa 3awmTbl MHOPMaL MK,
cooTBeTcTBYyloLME S wnM 6Gornee BbICOKOMY YPOBHIO AoBepud. B 3Ha4MMbIX
ob0bekTax 3 KaTeropmm 3Ha4YMMOCTU NPUMEHSIKOTCA cepTMdmLMpoBaHHbIE CpeacTBa
3aWMTbl MHGOpMaLMM, cooTBeTCTBYylOLME 6 wunm 0onee BbICOKOMY YPOBHIO
nosepus.

(AB3ay B pegakumm, BBegeHHon B gerncteure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

Knaccbl 3awmTbl M YPOBHW [0BEPUS ONpenesiainTcad B COOTBETCTBUM C
HOopMaTMBHbIMU NpaBoBbiMK akTamm PCTIK Poccun, nagaHHbIMM B COOTBETCTBUM
¢ noanyHkTom 13.1 nyHKTa 8 NonoxeHnsa o PegepanbHOM cnykoe no TEXHUYECKOMY
N _SKCMOPTHOMY KOHTPOSM, YTBepXxaeHHoro Ykasom [lpesngeHta Poccuurckon
Penepaumm ot 16 aBrycta 2004 r. N 1085.

(AB3ay B pegakumm, BBegeHHon B gencteue ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

[Mpy mMcnonb3oBaHUM B 3HAYMMOM OOBEKTE CPEeAcTB 3awmTbl MHOpMaUUW,
CepTUPULMPOBAHHbLIX NO TpeboBaHMAM ©e30nacHOCTU MHAOPMaLUWK, yKasaHHble
cpeacTBa OOMKHbl OblTb CEpTUPUUMPOBAHbI HA COOTBETCTBME 00SA3aTEnNbHbLIM
TpeboBaHnsiM no 6e3onacHOCTU MHAGOPMaUUKM, YCTAHOBIIEHHbIM HOPMaTUBHbBIMU
NpaBOBbLIMN akTamMu, UM TpeboBaHWAM, YKas3aHHbIM B TEXHUYECKMX YCIOBUSIX
(3agaHuax no 6esonacHoCT).

®dyHkumMn  6e3onacHOCTM  CpeacTB  3aWwMTbl  MHGoOpMauuMM  OOSMKHbI
obecrneymBaTb BbINOSIHEHME HAacToALMX TpeboBaHu.
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29.1. Tlpn npoeKkTUpoBaHUM BHOBb CO3[aBaeMblX WM MOLEPHU3NPYEMBIX
3Ha4YUMbIX OOBEKTOB 1 KaTeropym 3HAYMMOCTU B KayecTBe [IPaHU4YHbIX
MapLUPYyTU3aTOpPOB, MMEKLWMX AOCTYN K MH(OPMaLMOHHO-TENEKOMMYHUKALMOHHOMN
cetn "MIHTepHeT", BbIOMpPAOTCA MapLpyTM3aTopbl, CepTUMLMPOBaHHbIE Ha
cooTBeTcTBME TpeboBaHmamM no ©GesonacHoCTM UMHGopMauum (B 4acTu
peann3oBaHHbIX B HUX OyHKLN 6e3onacHoCTH).

B cny4ae oTCyTCTBMS TEXHUYECKON BO3MOXHOCTU MPUMEHEHUS B 3HAYUMbIX
obbekTax 1  Kareropum  3HAYMMOCTM  [PaHUYHbIX  MapLUPYTMU3aTOpPOB,
cepTUdMUMPOBaHHbIX Ha COOTBETCTBME TpeboBaHMsSIM Mo 6Ge3onacHOCTM
MHcpopMaLun, YHKLMKM 6e30nacHOCTU FpaHMYHbIX MapLUpyTU3aToOpoB noasnexat
OLleHKe Ha cooTBeTCTBME TpeboBaHMAM MO 6e30MacHOCTM B paMKax NMPUEMKU UMK
NCMbITaHWUIA 3HAYMMbIX OO BEKTOB.

O6ocHOBaHME OTCYTCTBUS TEXHMYECKOM BO3MOXHOCTW MNPUBOOUTCH B
NPOEKTHOM AOKYMEHTALMM Ha 3Ha4YuMble 0O0beKTbl (MOACUCTEMbI ©e30nacHOCTU
3Ha4YUMbIX OOBLEKTOB), paspabaTbiBAEMON B COOTBETCTBMM C TEXHUYECKUM
3afjlaHMeM Ha cosfaHve 3Ha4YUMbIX ODBLEKTOB U (MUNKM) TEXHUYECKMM 3agdaHneM
(4aCTHbIM TEeXHUMYEeCKMM 3ajaHveM) Ha co3gaHne nogcucTeMbl ©e3onacHoOCTU
3Ha4YUMbIX OO BHEKTOB.

(MyHkT pononHuTenbHO BKModveH ¢ 1 aHBaps 2020 roga npukasom PCTIK
Poccuu ot 26 mapta 2019 roga N 60)

C 1 anBaps 2023 roga npukazom PCTIK Poccum ot 20 despanga 2020 roga N 35
HacTosiwpe TpeboBaHua ByayT AONOMNHEHbI NyHKTamu 29.2-29 4.

30. [lNpumeHsiemble B 3Ha4YMMOM O6BLEKTE nporpaMMHbie U MpPOrpamMMHO-
annapaTHble cpeacTsa, B TOM 4YuUCne cpeacTtBa 3aumTbl MHGOPMaLUn, OOSDKHbI
aKcnnyaTMpoBaTbCA B COOTBETCTBUM C  UHCTPYKUMSMKU  (MpaBuramu) Mo
aKkcnnyaTauum, paspaboTaHHbIMK  paspaboTymkamn  (NPOM3BOOUTENSAMU)  ITUX
CpencTB, U MHOW 3KCyaTauMOHHOMN JOKYMEHTaLuen.
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31. TlpymeHsiemble B 3Ha4YMMOM O6BEKTEe nporpaMMHble U MporpamMMHO-
annapaTHble cpeacTsBa, B TOM 4YuUCne cpeacTtBa 3awmTbl MHGOPMaLuUn, OOIDKHbI
6bITb 06ecneveHbl rapaHTUMHON N (UK) TEXHUYECKOW MOALEPKKON.

[Mpwn BbIGOpE NpOorpaMMHbIX U NporpaMMHO-annapaTHbIX CpeacTs, B TOM Yucre
cpeacTB 3aWwmThl MHGOpMaL MM, HEOBX0AMMO YYUTbLIBATbL HanMMymMe orpaHUYeHnn Ha
BO3MOXHOCTb WX MPUMEHEHUST CYOBHLEKTOM KPUTUYMECKOM MHAGOPMaLMOHHOM
NHPPACTPYKTYpbl Ha JOOOM M3 npuHagnexawmx emy 3HauduMbiX OOBbEeKTOB
KPUTUYECKON WHAOPMALMOHHOM WHEPACTPYKTYpPbl CO CTOPOHbLI pa3paboTymKkoB
(NnponsBoguTenemn) U NHbIX N,

B 3HaunmMomM o6 bekTe He AonyCKaloTCS:

HanMyue yganeHHoro OOCTyna K MporpaMMHbIM U MporpamMHo-annapaTHbIM
cpegcTteam, B TOM Yucre cpeacTsam 3awmTtbl MHopmaumu, onss OOHOBNEHUS UM
yrpaBfeHNa CO CTOPOHbl JnL, He SABnalwmMxca paboTHMKamMn CcybbekTa
KPUTUYECKON WHCPOPMaLMOHHON WHAPACTPYKTYpbl, a Takxe paboTHMKamMu ero
A0YEPHUX N 3aBUCUMbIX OB LLECTB;

(AG3ay B pefakuuu, BBedeHHOM B gencteuve ¢ 25 ceHtabpss 2020 ropa
npukazom PCTIK Poccum ot 20 doespana 2020 roga N 35.

HanMyMe noKanbHOro 6GEeCKOHTPOSNbHOrO AocTyna K  MporpaMMHbIM -+ U
nporpamMHo-anmnapaTHelM CpeacTBaM, B TOM  4uUclie cpenctBaMm  3alMThbl
NHopmaumm, Ansa 0OHOBMNEHUS UK YNPaBiEHUS CO CTOPOHbI NNL, HE ABMSIHOLLMXCS
paboTHMKaMMN cybbekTa KPUTMYECKON MHAOPMALMOHHON WHPAaCTPYKTYpbl, €ro
A0YEPHUX N 3aBUCUMbIX OB LLECTB;

(AG3ay B pefakuuu, BBedeHHOM B gencteume ¢ 25 ceHtabps 2020 roga
npukazom PCTIK Poccum ot 20 despana 2020 rona N 35.

nepegada uvHgopmMmauun, B TOM 4YMUCNE TEXHOSIOrM4Yeckon WHdopmauuny,
pas3paboTynky (NpomsBoAUTENO) MPOrpaMMHbIX W NPOrpaMMHOo-annapaTHbIX
cpeacTts, B TOM 4ucre CPeacTB 3awuTbl MHopmaumm, UM mHbIM nuuam 0es
KOHTPOSS CO CTOPOHbI CyObeKTa KpUTUYECKON MHAPOPMaLMOHHOM MHAPACTPYKTYPbI.

B cnydyae TexHM4YecKoM HEBO3MOXHOCTM WUCKITKOMEHUS yOarileHHOro gocTyrna K
NporpaMMHbIM M MporpaMMHo-annapaTHbIM cpefcTBaM, B TOM YuCre cpeacTBam
3aWmThl MHopMaLmM, B 3HAYMMOM OOBEKTE MPUHMMAOTCS OpraHU3aLMOHHbIE Y
TeXHM4Yeckme Mepbl no obecneyeHuto 6He30MacHOCTUM  Takoro  AOCTyna,
npegycmaTpusatoLLpe:

(AG3au, 4ononHUTENLHO BKItoYeH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 doeBpansa 2020 roga N 35)

onpegeneHne nuuy U YCTPOWCTB, KOTOPbIM paspelleH yaaneHHbln OOoCTyn K
nporpaMMHbIM M NpOorpamMMHO-annapaTHbiM CpeacTBaM  3Ha4YMMOro o061bekTa,
npeaocTaBrieHne M MUHUMATbHbBIX NOSTHOMOYUIA MPU AOCTYNe K 3TUM CpeacTBawM;

(AG3au, gononHUTENLHO BKItoYEH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 deespansa 2020 roga N 35)
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KOHTPOMb AOCTyNa K MpOrpaMMHbIM M MporpamMHoO-annapaTtHbIM CpeacTBam
3Ha4YNMMOro o6 HLEKTA;

(AG3ay, gononHUTEnNLHO BKItoYeH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 deespansa 2020 roga N 35)

3aWmMTy MHGOPMaLMM M OaHHbIX MNP UX nepegade Nno KaHamam CBA3W Mpu
yOaneHHoM AocTyne K MporpaMMHbIM M MporpamMHoO-annapaTHbIM CpeacTBam
3Ha4YMMOro o6 HLEKTA;

(AG3au, 4ononHUTENLHO BKItoYEH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 deespansa 2020 roga N 35)

MOHUTOPVHI U pPerucTpauuio OeUCTBUA N, KOTOPbIM paspelleH yaarneHHbIn
AOCTYyN K MporpaMMHbIM UM MporpaMMHo-annapaTHbiM CpeacTBaM  3Ha4YMMOro
0b6bekTa, a Takke UHULMMPYEMbIX UMW NPOLLECCOB, aHanM3 3TUX AeNCTBUN B LIeNax
BbISIBIIEHNSA DaKTOB HEMPaBOMEPHbIX OENCTBUN;

(AB3au, 4ononHUTENLHO BKItoYEH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 deespansa 2020 roga N 35)

obecnevyeHne HEBO3MOXHOCTM OTKasa UL, OT BbINOSIHEHHbIX AENCTBUK Npw
OCYLLUECTBIIEHUN yAareHHOro 4ocTyna K NPorpaMMHbIM U NporpamMHo-annapaTHbIM
cpeacTBaM 3HAaYMMOro oo beKTa.

(AG3au, gononHUTENLHO BKItoYeH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 deeBpansa 2020 roga N 35)

B 3HaunmMom ob6bekTe MOryT NpUHMMaTLCA AONOSTHUTESNbHbIE OpraHM3aLOHHbIE
N TeXHUYecKMe Mepbl No obecrneyeHnto 6e30MacHOCTU yaaneHHoro gocTyna K
nNporpaMMHbIM U NPOrpaMMHo-anmnapaTHbIM CcpeacTBaM, B TOM YuCre cpeacTBam
3aWwmThl MHGOPMaLMK, HanpaBreHHble Ha BroKMpoOBaHWe (HeWTpanu3awuuo) yrpos
6e3onacHOCTM WHopMaumm, nNpUBEAEHHbIX B MoAenuM yrpo3 6e3onacHoCcTr
NHopmaumm, paspabatbiBaemMot B COOTBETCTBUMM C MYHKTOM 11.1 HacToAwmx
TpeboBaHun.

(AG3ay, 4ononHUTENLHO BKItoYeH ¢ 25 ceHTabpsa 2020 roga npukazom GCTIK
Poccuu o1 20 deespansa 2020 roga N 35)

Bxogsiume B cocTtaB 3HayMmoro obbekta 1 M 2 KaTeropum 3Ha4YMMOCTU
nporpaMMHble 1 NporpaMmMHo-annapaTHble CpeaCcTBa, OCYLUECTBAAIWME XpaHEeHNe
n o0bpaboTKy MHopMaLMM, OOSMKHbI pasMeLllaTbCs Ha Tepputopumn Poccumnckom
denepaumnn (3a UCKIIOYEHNEM ClyvaeB, Korda pasMelleHue yKasaHHbIX CPeacTs
ocywlecTBnsieTca B 3apybexHblX 060COOMeHHbIX nogpasgerneHnsax cybbekTa
KPUTUYECKOMN NMHJpopMaLMOHHOM NMHJPPaCTPYKTYpbI (dmnmanax,
npeacTaBUTENbCTBAxX), a TaKXe CllydaeB, YCTaAHOBMEHHbLIX 3aKOHOOATENbCTBOM
Poccuiickon ®epepaumm mn (Mnuv) MexgyHapogHbIMyM goroBopamu  Poccuinckon
denepauun).

(AG3ay, gononHutenbHo BkmtodeH ¢ 30 anpena 2019 roga npukazom GCTIK
Poccun ot 26 mapta 2019 roga N 60; B pegakuum, BBeAeHHOW B eUCTBMe C 25
ceHTa6psa 2020 roga npukazom PCTIK Poccum ot 20 dpespana 2020 roga N 35.
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32. MNyHKT yTpaTtun cuny ¢ 25 ceHTadbpa 2020 roga - npukas PCTIK Poccum ot

20 doeBpansa 2020 roga N 35..

NMpunoxeHue. CoctaB mep No obecneyeHUro 6e30MacHOCTH
ANA 3HAYMMOro o6 bLeKTa COOTBETCTBYIOLLEN KaTeropum
3HA4YNMOCTH

[punoxxeHue

K TpeboBaHunsiMm No obecnevyeHmto
6e30nacHOCTU 3HAa4YNUMbIX OO BEKTOB
KpUTUYECKON NHPOPMaLIMOHHON
NMHJppacTpyKTypbl Poccunckon denepaunm,
yTBEepXaeHHbIM npukazom PCTIK Poccun
oT 25 nekabps 2017 roga N 239

(C M3MeHeHusMn Ha 26 mapTa 2019 roga)


http://docs.cntd.ru/document/564515312

O603Ha- Mepbl  obecneveHnss  GesonacHocTu || KaTeropus
yeHne  u || 3Ha4YMMOro obbekTa 3Ha4YMMOCTU
HOMep
Mepbl

3 2 1

l. UneHTndwmkaums n ayteHtndmkaums (MAD)

NAD.0 PermameHtaumsa npasun wn npoueayp || + + +
nOeHTUUKaLnM n ayTeHTuguKaumm

(Ctpoka B pegakuun, BBegeHHon B gernctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

NAD.1 NoeHTudwmkauma wv  ayteHTudwmkauums || + + +
nosnb3oBaTtenem M WHULUMPYEMbIX UMUK
npoLeccos

NAD.2 NoeHTudwmkauma wv  ayteHTudwmkauums || + + +
YCTPOUCTB

NAD.3 YnpaBrieHne ngeHtugukaropamm + + +

NAD.4 YnpasneHve cpegctBamun || + + +
ayTeHTudmKaumm

NAD.5 NoeHTudwmkauma wv  ayteHTudwmkauums || + + +
BHELLHKMX Nofb30oBaTenen

NAD.6 [BYCTOPOHHSASA ayTeHTudmKaums
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NAD.7 3aumTa ayTeHTUdmKaunoHHon || + + +
MHJpopMaLIMK Npu nepeaadve

l. YnpasneHwe goctynom (Y1)

yna.o PermameHtaumsa npasun wn npoueayp || + + +
yrnpaBfeHns 4OCTYNoOM

(Ctpoka B pegakuun, BBeaeHHon B aencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

yrig.1 YnpaBneHve YYETHbIMU 3anucamm || + + +
nornb3oBarenen

yrig.2 Peannsauus Moaenm ynpasneHusa || + + +
AOCTYMNOM

(Ctpoka B pegakuun, BBegeHHon B gencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

yra.3 [loBepeHHas 3arpyska + +

yrn.4 PasgoeneHve MONMHOMOYUI (porien) || + + +
nonb3oBarernemn

Y1a.5 HasHauyeHne MmmHumManbHoO Heobxoaumbix || + + +

npas 1 NpUBUNErMin

yrig.e OrpaHnyeHne HeycnewHbIX MOMbITOK | + + +
aocTtyna B MHJpOPMaLMOHHYHO
(aBTOMaTU3UPOBAHHYO) CUCTEMY
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yna.7 [peoynpexneHne nonb3oBartesia npu ero
A0CTYNe K MHdopMaLOHHbIM pecypcam

ynra.8 OnoBelleHne nonb3oBartensd npwu
yCnewHoMm Bxoge O npeablgywem
aoctyne K MHJpopMaLMOHHOM

(aBTOMaTU3NPOBAHHOW) CUCTEME

(Ctpoka B pegakuun, BBeaeHHon B gencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

yna. OrpaHndeHne 4yucna  napannenbHbIX +
ceaHCOoB JocTyna

yna.10 BriokmnpoBaHue ceaHca poctyna || + + +
nosib3oBaTens nNpyu HeakKTUBHOCTU

yna.1 YnpasneHve aencTemnammn || + + +
nonb3oBartenen A0 wuaeHTudmkauum u
ayTeHTudmKkaumm

yra.12 YnpasneHue atpubytamm 6e3onacHocTu

yria.13 Peanusaums 3awmileHHOro yganeHHoro || + + +
AocTyna

yna.14 KoHTporb  goctyna  ©“3  BHEWHuX || + + +
MHJOPMAaLIMOHHbIX

(aBTOMaTU3NPOBAHHbIX) CUCTEM

lll. OrpaHnyeHne nporpammHon cpegbl (Ol1C)
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Ori1c.0 PermameHtaums npasvn v npouenyp + +
OorpaHNU4YeHns NporpaMmmMmHon cpeabl

(Ctpoka B pegakuun, BBeageHHon B aernctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

OrliC.1 YnpaerneHve 3anyckom (obpalleHnsiMmn) +
KOMMOHEHTOB NpOrpamMmMHOro
obecneveHuns

Oric.2 YnpasneHve YCTaHOBKOW + +
(MHCTannaumen) KOMMOHEHTOB

nporpammMmHoro obecneveHus

oric.3 YnpasneHne BpeMeHHbIMU draniamu

IV. 3awmTa MalwmnHHbBIX Hocutenen nHgopmauum (3HW)

3HN.0 PermameHtaumsa npasun wn npoueayp || + + +
3aumThl MaLUMHHbBIX HocuTernen
MHJpopmMaL mm

(Ctpoka B pegakuun, BBeaeHHon B aenctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3HN A Yyer MaLLMHHbIX HocuTenen || + + +
MHJpopmMaL mm
3HN.2 YnpasrneHve dwmsn4eckum [OCTynoMm K || + + +

MalWMHHbIM HOCUTESIAM I/IHC*)OpMaLI,I/II/I
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3HN.3 KoHTponb  nepemelleHns  MalUMHHbBIX
HOCUTENEN WHGopMauun 3a npegeso
KOHTPOSIMPYEMOW 30HbI

3HN 4 NcknodeHne BO3MOXHOCTU
HeCaHKLMOHNPOBAHHOIO YyTeHud
MHOPMaLIMM Ha MAaLUMHHBIX HOCUTENNAX

NMHJpopmMaL mm

3HN.5 KoHTponb ncnone3oBaHna nHtepdencos || + + +
BBoda (BblBO4A) WHGopmauum  Ha
CbeMHbIe MalLMHHbIE HOCUTENnm

NMHJpopmMaL mm

(Ctpoka B pegakuun, BBegeHHon B genctaure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3HWN.6 KoHTponb BBOAa (BbiBOAA) MHGOPMaLUK +
Ha CbeMHble MalUMHHbIE HOCUTENU
NMHJpopmMaL mm

(Ctpoka B pegakuun, BBegeHHon B gernctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3HN.7 KoHTponb NOLKIMOYEHUA CbeMHbIX || + + +
MaLUMHHBIX HOCUTEenen nHgopmawmm

(Ctpoka B pegakuun, BBegeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3HN.8 YHUYTOXEHME (CTUpaHue) uHdopmauun || + + +
Ha MaLLMHHbBIX HOCUTENSIX nHdopMaLMm

V. Ayaut 6esonacHocTun (AY[])
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AY[.0 PermameHtaumsa npasuvn wn npoueayp || + + +
ayauta 6esonacHocTU

(Ctpoka B pegakuun, BBegeHHon B gencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

Ay[.1 NHBeHTapusauus MHPOPMALMOHHbIX || + + +
pecypcos

AY[.2 AHanu3 ya3ssMMOCTEN U UX yCTpaHeHne + + +

AY[.3 [eHepupoBaHNWEe BpPEMEHHbIX METOK U || + + +
(M)  CUMHXPOHM3aL NS CUCTEMHOrO
BPEMEHN

AY[l.4 Pernctpaunsa cobbiTur 6e3onacHoCcTm + + +

AY[.5 KoHTponb n aHanms ceteBoro Tpadgwmka +

AY[l.6 3aumta uMHGopmMauum O  cobbITusX || + + +
6esonacHocTU

AYL.7 MoHUTOPUHI 6e3onacHOCTH + + +

AY[.8 PearmpoBaHue Ha cbou npu permctpaumm || + + +
cobbITun 6e3onacHOCTH

AY[.9 AHanm3 NencTBuin OTAENbHbIX +
nosis3oBatenemn
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(Ctpoka B pegakuun, BBegeHHon B gernctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

AY[.10 [lpoBeaeHue BHyTPEHHNX ayauToB + + +

AY[.11 [lpoBenieHne BHELWHVX ayauToB

(Ctpoka B pegakuun, BBegeHHon B gencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

V1. AHTUBMpYCHas 3awmTta (AB3)

AB3.0 PermameHtaumsa npasun wn npoueayp || + + +
aHTMBMPYCHOWN 3aLLUMTbI

(Ctpoka B pegakuun, BBegeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

AB3.1 Peannsauusa aHTMBMPYCHOM 3aLLUMTbI + + +

AB3.2 AHTMBMpPYCHaa  3awpmTa  3NEeKTPOHHOU || + + +
NOYTbl U UHbIX CEPBUCOB

AB3.3 KOHTpONb  MCnornb30BaHWs  apXMBHbIX, +
NCMNONHAEMbIX n 3amMdPOBaHHbIX
doannos

AB3.4 O6HoBneHne 6a3bl gaHHbIX MPU3HaKoB || + + +

BPE€OOHOCHbBIX KOMMbIOTEPHbIX MPOrpamMm
(BMpycoB)
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AB3.5 cnonb3oBaHue cpencTB aHTUBUPYCHOW +
3aWmThl pasnmMyHbIX NpousBoauTenen

VII. MNpepoTtepalleHne BTopxeHU (KoMnbioTepHbix atak) (COB)

COB.O PermameHtaums npasvn v npouenyp + +
npenoTBpaLleHNs BTOPXXEHWN
(KOMMbIOTEPHBIX aTak)

(Ctpoka B pegakuun, BBegeHHon B aenctaure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

COB.1 O6HapyxeHne n npenoTBpaLLeHne + +
KOMMbIOTEPHbIX aTak

COB.2 O6HoBneHne 6a3bl peLlaroLyx npaBus + +

VIIl. O6ecneyeHne uenoctHocTn (OLJT)

ous.o PermameHtaumsa npasun wn npoueayp || + + +
obecneyeHns LerniocTHOCTH

(Ctpoka B pegakuun, BBegeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

ousA KOHTpONb LEenocTHocTM nporpamMmmMHoro || + + +
obecneyeHus

ous.2 KoHTpOnb LenocTHOCTN nHdopmaumm
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ous.3 OrpaHnyeHna no BeBogy MHdopMauum B +
NMHJpOpPMaLMOHHYIO
(aBTOMaTU3UPOBAHHYO) CUCTEMY

ousi4 KOHTpOnb  OaHHbIX, BBOOAUMbIX B + +
NMHJpOpMaLMOHHYHO
(aBTOMaTU3NPOBAHHYO) CUCTEMY

ouJ.s KoHTporb OLUMBOYHBIX nencTeumn + +
nonb3oBatenen no BBogy wn (unm)
nepenade MHJpopmaL mm n
npegynpexneHne nornb3oBaTtenen o6
OLUMBOYHbIX OENCTBUAX
ouJi.e Ob6esnnynBaHune n (Mnn)

aengeHTudmkaumnsa nHdopmaumm

IX. O6ecneyenune goctynHocTtu (OLT)

oaT.o Paspabotka nonutukn obecnedeHus || + + +
AOCTYMHOCTU

(Ctpoka B pegakuun, BBeageHHon B aencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

oAarTA Ncnonb3oBaHue OTKa30yCTOMYMBbIX + +
TEXHUYECKMX CpeacTB

OOT.2 Pe3epBupoBaHne cpeacTB 1 CUCTEM + +

oAaT.3 KoHTponb 6e30TKasHoro + +
OYHKLMOHMPOBAHUA CPeaCTB U CUCTEM
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OoOT.4 PesepBHOe konnpoBaHme nHgopmaumnum + + +

oarT.s ObecnevyeHune BO3MOXHOCTMU || + + +
BOCCTaHOBJIEHUA UHJopMaLmn

oarT.e ObecnevyeHne BO3MOXHOCTMU || + + +
BOCCTaHOBIIEHUS NpPOrpaMMHOro
obecnevyeHns Npu HELUTaTHbIX CUTYaLnsIX

oArt.7 KnacTtepusauyus MHJpopMaLMOHHOM
(aBTOMaTU3NPOBAHHOW) CUCTEMBI

ofAT.8 KoHTponb npegocTtaBndemMblx || + + +
BbIYUCIIUTENBbHbLIX PECYpCOB U KaHaroB
CBA3N

X. Bawmta TexHnyeckumx cpeacts n cuctem (3TC)

3TC.0 PermameHtaumsa npasun wn npoueayp || + + +
3aWMTbl TEXHNYECKUX CPEACTB U CUCTEM

(Ctpoka B pegakuun, BBeaeHHon B gernctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3TC.1 3aumta uMHGopMauunm OT YTeYKM Mo
TEXHUYECKMM KaHarnam

3TC.2 OpraHusaumnsa KOHTPONMPYEMON 30HbI + + +

3TC.3 YnpasneHue msan4yecknm gOCTynom + + +



http://docs.cntd.ru/document/554151096

3TC.4 Pa3melueHne YCTPOWCTB BbiBOAA || + + +
(oTOBpaeHus) NHpopmaL K,
NCKNo4yatoLee ee
HEeCaHKLMOHUPOBAaHHbI NPOCMOTP

3TC.5 3awmTa oT BHELLHNX BO34ENCTBUN + + +

3TC.6 MapkupoBaHue annapaTHbIX
KOMIMOHEHTOB CUCTEMbl OTHOCUTENLHO
paspelleHHon K obpaboTke nHdopmamm

Xl. 3aumta wHpopmMauMoOHHON (aBTOMAaTU3MPOBAHHOM) CUCTEMbI U €€
KomnoHeHToB (3MC)

3nC.0 PermameHtaums npaswn v npouenyp || + + +
3alLmThbl NMHJpopMaLMOHHOM
(aBTOMaTM3NPOBAHHOM) CUCTEMbI W ee
KOMMNOHEHTOB

(Ctpoka B pegakuun, BBeaeHHon B gerncteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3NC.1 PasgeneHve dyHKUMAW nNo  ynpaeBneHuo || + + +
(a@AMUHUCTPUPOBAHMIO)  MHGOPMALLMOHHOWN
(aBTOMaTU3NPOBAHHOW) CUCTEMOM C UHBIMMN
YHKLNAMU

3nC.2 3aumta nepumeTpa  UHGoOpMaLMOHHOM || + + +
(aBTOMaTU3NPOBAHHOW) CUCTEMbI

3nC.3 JLenoHnpoBaHHas 3awmTa || + + +
NHCPOPMaLMOHHON (aBTOMAaTU3NPOBAHHOW)
CUCTEMBI
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3nC.4 CermeHTUpoBaHue WMHJpopMaLMOHHOM + +
(aBTOMaTU3NPOBAHHOW) CUCTEMbI

3NC.5 OpraHusaumnsa 4eMmmnmTapru3oBaHHOM 30HbI + + +

3NC.6 YnpasneHne ceTeBbIMU NOTOKaMM + + +

(Ctpoka B pegakuun, BBeaeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3NC.7 Ncnonb3oBaHue amyrnaTopa cpenbl
bYHKLLMOHMPOBaHUS NporpaMmmMHOro
obecneyeHunsa ("necovyHmua")

3nC.8 COKpbITUE apXUTEKTYpbl M KOHdwmrypauun || + + +
NHCPOPMaLMOHHON  (aBTOMAaTU3NPOBAHHOW)
CUCTEMBI

31C.9 CosgaHuve reTeporeHHon cpeabl

3nC.10 cnonb3oBaHue NnporpaMmmMHOro

obecrneyeHns,  PYHKLMOHUPYIOLLETO B
cpedax pasnnyHbIX onepauOHHbIX CUCTEM

3NC.11 [NpenoTBpaLleHmne 3a0EPXKKU nnn
NpepbiBaHUS BbIMOSHEHUST MPOLIECCOB C
BbICOKMM  MPUOPUTETOM CO  CTOPOHbI
NpOLECCOB C HN3KUM MPUOPUTETOM

3nC.12 N3onauna npoueccosB (BbIMOSHEHNE
nporpamMm) B BblAeSIeHHOM 0bnacTn namaT

31C.13 3almTa Hen3amMeHsieMbIX OaHHbIX + +
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31C.14

Ncnonb3oBaHne  HenepesanuncbiBaeMbiX
MaLUMHHBIX HOCUTEenen nHgopmawmm

31nC.15 Peannsauusi  3MeKTPOHHOrO  MOYTOBOrO
obMeHa C BHEWHUMMM CETAMM Yepes
orpaHnyYeHHoe KONM4ecTBO
KOHTPONMPYEMbIX TOYEK
31C.16 3awmTta ot cnama + +
3nNC.17 3aumTta nHopmaumm oT yTeyek
3nC.18 BrnokupoBka goctyna K cantam unm tunam
CanToB, 3anpeLLEHHbIX K NCMOMb30BaHMIO
3nC.19 3auwmTta nHdopmauum Npy ee nepegade no || + + +
KaHanam cBasmu
31C.20 Obecne4yeHne AOBEPEHHbIX KaHana, || + + +
MapLupyTa
31C.21 3anpeT HeCaHKLWOHMPOBAHHOW yaaneHHou || + + +
akTMBaumm nepuepunHbIX YCTPOUCTB
3nC.22 YnpaBneHve atpubytamm 6e3onacHoCTH
npwv B3anMoOOEeNCTBUM c NHbIMW
NHJpOpMaLMOHHbLIMU
(aBTOMaTU3UPOBAHHLIMU) CUCTEMaMMU
3nC.23 KoHTporb  ucnonb3oBaHust  MOBMIbHOMO

Koaa




(Ctpoka B pegakuun, BBegeHHon B gerncteme ¢ 30 anpena 2019 roga npykasom

3NC.24

PCTIK Poccum ot 26 mapta 2019 roga N 60.
KoHTponb nepenayu peyeson nHgopmawmm H H

(Ctpoka B pegakuun, BBegeHHon B gernctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3nC.25

KoHTponb nepenayv sBuageonHgopmawmm H H H

(Ctpoka B pegakuun, BBegeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

31C.26 [MooTBepxaeHue NponcxoXxageHns
MCTOYHUKA MHGopMaLmm

3nNC.27 ObecnevyeHne nOOSIMHHOCTM  CETEBbIX + +
coeguHeHun
3nC.28 NckniovyeHne BO3MOXHOCTU  OTpULaHUS

OTMpaBKn NHopmMaLnm

(Ctpoka B pegakuun, BBeageHHon B aencteure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3nC.29 NckniovyeHne BO3MOXHOCTU  OTpULaHUS
nonyyYeHnst Hopmauum

(Ctpoka B pegakuun, BBegeHHon B gerncteune ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.
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31C.30 Ncnonb3osaHne YCTPOUCTB
TepMUHanNbLHOro focTyna

3NC.31 3aumTta OT CKpbITbIX KaHaroB nepenayu
MHJpopmaL mm

(Ctpoka B pegakuun, BBegeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

31nC.32 3awmTa 6ecnpoBOaHbIX COEAUHEHUN + + +

31C.33 NckniodyeHne poctyna 4yepes obume +
pecypchbl

3NC.34 3aumTta OT yrpo3 oTkasa B obcnyxmBaHum || + + +

(DOS, DDOS-arak)

3NC.35 YnpaBneHne ceTeBbIMU COEQMHEHNAMMU + + +

(Ctpoka B pegakuun, BBegeHHon B genctame ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

3NC.36 CospgaHue (amynaums) NOXHbIX
KOMMOHEHTOB NHGPOPMAaLMOHHbIX
(aBTOMaTU3NPOBAHHbLIX) CUCTEM

3NC.37 [MNepeBoa NHpopMaL,MOHHOW
(aBTOMaTU3NPOBAHHON) CUCTEMDI B
6esonacHoe COCTOSIHNE npwv

BO3HWKHOBEHMM OTKa30B (c6oeB)

31C.38 3aumTta nHdopMauum Npy Ucnonb3oBaHun || + + +
MOBUIbHBIX YCTPOUCTB
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31C.39 YnpaBneHue nepemeLLeHnem BUpTyanbHbIX || + + +
MalWWH (KOHTEeNHepoB) N obpabaTbiBaeMbIX
Ha HMUX JaHHbIX

Xll. PearmpoBaHue Ha KoMnbloTepHble nHunaeHTbl (MHLL)

NHL.0 PermameHtaums npaswn v npouenyp || + + +
pearMpoBaHus Ha KOMIMbIOTEPHbIE
NHUMOEHTDI

(Ctpoka B pegakuun, BBegeHHon B aenctaure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

NHL.1 BbisiBneHne KOMMbTEPHbIX MHUWOEHTOB + + +

NHLL.2 NHdopmmposaHme 0 KOMMbIOTEPHbIX || + + +
MHUMOEeHTax

NHL.3 AHanM3 KOMMbTEPHbIX MHUNOEHTOB + + +

NHL.4 YcTpaHeHne nocrneacTBur KOMMbIOTEPHbIX || + + +
MHUMOEHTOB

NHL.5 [pyHATME Mep no  npegoTBpalieHuo || + + +
NOBTOPHOIO BO3HUKHOBEHMUS
KOMMbIOTEPHbIX NHUMOEHTOB

NHLL.6 XpaHeHne w©n 3awmrta  uHgopmauum o || + + +
KOMMbIOTEPHbIX MHLMOEHTaX
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(Ctpoka B pegakuun, BBeaeHHon B gencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

Xlll. YnpasneHue koHdmrypauuen (YK®P)

YK®.0 PermameHtaums npaswn v npouenyp || + + +
yrnpaBrieHus KOHJomrypauuven
NHCPOPMaLMOHHON (aBTOMAaTU3NPOBAHHOW)

CUCTEMBI

(Ctpoka B pegakuun, BBeaeHHon B gencteme ¢ 30 anpena 2019 roga npvkasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

YK®.1 NoeHTndmkauna o6beKkToB —ynpaBrieHUs
KOHJomrypauven
YK®.2 YnpaBrieHne nameHeHNsMu + + +
YK®.3 YcTaHoBKa (MHCTannaums) TOMbKO || + + +
paspeLLeHHOro K NCMOb30BaHMIO

nporpammMmHoro obecneveHus

YKo .4 KoHTpone  genctBmn N0 BHECEHUIO
N3MEHEHUI

XIV. ¥YnpaBneHne obHoBReHnsMM nporpammHoro obecneverus (OlNMO)

orno.o PermameHtaums npaswn v npouenyp || + + +
yrnpasrieHnsa 06HOBIEHNSIMU NPOrPaMMHOro
obecneyeHus

(Ctpoka B pegakuun, BBegeHHon B gencteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.
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oro .1 [Mowck, nosnyveHune obHoBMNEHUN || + + +
NporpamMmMHOro obecneyeHus oT
A0BEPEHHOIO NCTOYHMKA

oro.2 KoHTporb LLeNmoCTHOCTU obHoBneHun || + + +
nporpammMmHoro obecneveHus

oro.3 TecTnpoBaHne OOHOBMEHUA NMPOrpaMmMHoro || + + +
obecneyeHus

orno.4 YcTaHoBKa OOHOBMEHUA  MpoOrpaMmmHoro || + + +
obecneyeHus

XV. lNnaHnpoBaHne meponpusaTnii no obecneyveHunto 6esonacHocTu (MIMH)

[M1H.0 PermameHtaums npaswn v npouenyp || + + +
NNaHMpPOBaHUA MeponpuUsTUii no
obecrneyeHunto 3awmTbl MHdopMaLnm

(Ctpoka B pegakuun, BBeaeHHon B gernctaure ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

[MJTH.1 PaspaboTka, yTBEpXaeHve n | + + +
akTyanmsauus nraHa MeponpuaTtui  no
obecrneyeHuno 3awmTbl MHGopMaLnm

[M1H.2 KOHTpOMnb BbIMNOMHEHNA MeponpuaTun no || + + +
obecrneyeHunto 3awmTbl MHGopMaLnm

XVI. O6ecneveHne gencteuin B HewwTaTHblx cutyaumsx (AHC)
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AHC.0 PermameHtaums npaswn v npouenyp || + + +
obecrneyeHnss [OEenNCTBMA B  HeLUTaTHbIX
cuUTyaumsx

(Ctpoka B pegakuun, BBeaeHHon B gernctame ¢ 30 anpena 2019 roga npvkasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

AHC A1 PaspaboTka nnaHa 4eENCTBUIA B HELUTaTHbIX || + + +
cuUTyaumnax
AHC.2 ObyyeHne un  oTpaboTka  geucTsun || + + +

nepcoHara B HEWWTAaTHbIX CUTYyaUuNAX

OHC.3 CosgaHue anbTepPHaTUBHbIX MEeCT + +
XpaHeHna n obpaboTkn WHopmaumm Ha
criydan BO3HWKHOBEHMS HeLUTaTHbIX
cutyauum

AHC 4 PesepBunpoBaHve nporpaMmmMHoOro + +
obecrneyeHns, TEXHUYECKUX  CpPeacTs,
KaHaroB CBS3W Ha Cllydan BO3HWKHOBEHUS
HelUTaTHbIX CUTyauuin

AHC.5 ObecnevyeHne BO3MOXHOCTMU || + + +
BOCCTaHOBJIEHUS NMHJpopMaLMOHHOM
(aBTOMaTU3NPOBAHHOW) CUCTEMbBI B Crlydae
BO3HWKHOBEHMWS HELUTAaTHbIX CUTYyaL UK

AHC.6 AHann3 BO3HUKLUMX HELWTaTHbIX cutyauum n || + + +
NpUHATME Mep N0  HeOONyLWEHUIo KX
MOBTOPHOIO BO3HNKHOBEHUSA

(Ctpoka B pepakuun, BBedeHHOM B genctBue ¢ 17 ceHtabpa 2018 ropa
npukazom PCTIK Poccum ot 9 aBrycta 2018 roga N 138.
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XVII. MhdopmupoBaHme n odydeHne nepconana (UMO)

NIMo.0 PermameHtaums npaswn v npouenyp || + + +
NHPOPMUPOBAHUSA U 0BYyYeHUa NnepcoHana

(Ctpoka B pegakuun, BBeaeHHon B aerncteme ¢ 30 anpena 2019 roga npykasom
PCTIK Poccum ot 26 mapta 2019 roga N 60.

MO .1 NHpopmupoBaHme nepcoHana ob yrposax || + + +
6e3onacHoOCTU MHdOpPMaLUK U O NpaBunax
6e3onacHon paboThl

NIMo.2 Ob6yueHune nepcoHana npasunam || + + +
6e3onacHon paboThl

NMo.3 [lpoBedeHNe MpakTUYECKUX 3aHATUA C + +
nepcoHarnoM no npasunam 6e3onacHom
paboThbl

NIMo .4 KOHTporb ocCBeOoOMIIEHHOCTU rMepcoHana || + + +

06 yrposax 6esonacHoOCTU MHopmaumm v
0 npaBunax 6esonacHom paboTol

"+" - Mepa obecneyeHus 6e3onacHOCTU BKIoYeHa B 6a3oBbIn Habop Mep Ans
COOTBETCTBYHOLLEN KaTeropum 3Ha4Mmoro oo bekTa.

Mepbl obecneyeHnss 6e3onacHoCcTW, He o0603Ha4yeHHble 3HakoMm "+",
NPUMEHSOTCA NPU aganTtauum n gonornHeHnn 6a3oBoro Habopa Mep, a Takxe npu
pa3paboTke KOMMEHCUPYOLWMX Mep B 3HAYMMOM OObeKkTe KpUTUYECKOM
NHJPOPMaLIMOHHOW MHAPACTPYKTYPbl COOTBETCTBYIOLLEN KaTeropmm 3Ha4nMoCTI.
Penakuus JOKyMeHTa C y4eToM
N3MEHEHUN N JONOSTHEHUW NOAroTOBIIEHA
AO "Kopgekc"
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