SOEJEPANBLHAA CNY>XBA BE3OMNACHOCTU POCCUNCKOW ®EOEPALINA
MPUKA3
ot 24 nons 2018 rona N 367

O6 yTtBepxaeHun lepedHa mHdopmaumu, NpeacTaBnsgeMon B rocygapCTBEHHYHO
cuctemy obHapyxeHusi, npeaynpexgeHus 1M NMKBMgauuMmM - NoCneacTBui
KOMMbIOTEPHbIX aTak Ha WMHJopMauuoHHble pecypcbl Poccunckon Pepepaumm u
[Mopsoka  npeacTtaBneHuss uvHOpPMauMM B TOCYOAPCTBEHHYKD  CUCTEMY
oBHapyXeHus, nNpegynpexaeHns u nMKeMgaumm nocneacTBUN KOMMNbIOTEPHbBIX aTak
Ha MHJpopMaLMoHHbIEe pecypcbl Poccuinckon ®enepaumm

B cooTtBeTcTBMM C nyHKTOM 5 Yactn 4 cTatbn 6 PegepansHOro 3akoHa ot 26
mona 2017 r. N 187-¢3 "O 0e30nacHOCTU KPUTUYECKON MHMOPMALLMOHHOM

nHdpacTpyKkTypbl Poccurickon ®egepaumnn”l

I CobpaHne 3akoHopaTenbctBa Poccunckon ®Pepepauunn, 2017, N 31 (4.l),
cT.4736.

NpuKa3blBato:

YT1BEpauTb:

[NlepeyeHb wWHoOpMaUMKM, npeacTaBnseMon B TOCYOAPCTBEHHYD CUCTEMY
oBHapyXeHus, nNpeaynpexaeHns u nMKkemMgaumm nocneacTBUN KOMMNbIOTEPHbBIX aTak
Ha nHdopMaLoHHble pecypcbl Poccuinckon ®enepaumm (npunoxenune N 1);

[Mopagok npefcTaBfeHUst  WHGopmMauum B rOCYOApPCTBEHHYHD  CUCTEMY
oBHapyXeHus, nNpeaynpexaeHns u nMKkemMaaumm nocneacTBUN KOMMNbIOTEPHbIX aTak
Ha nHdopMaLoHHble pecypcbl Poccuinckon ®enepaumm (npunoxenune N 2).
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3aperncTpupoBaHo

B MuHUCTEpPCTBE tOCTUL UK
Poccuinckon ®egepaumnm
6 ceHTs6psa 2018 roaa,

pernctpauymoHHbin N 52108

NMpunoxeHue N 1. NepeyvyeHb UHDOPMaLUK,
npeacraBfiieMOU B rocyaapCTBEeHHYK CUCTEMY
oOHapyXxeHus, npeaynpexaneHus u
NMUKBMAALUMN NOCNeACTBUN KOMMbIOTEPHbIX
aTaK Ha UH(hopMaUNOHHbIEe pecypChbl
Poccuuckoun ®epepauunmn

[Mpunoxerne N 1
K npukasy Cb Poccun

ot 24 nmons 2018 rona N 367

1. MHdhopMauus, cogepxallaacs B peecTpe 3HaYMMbIX OOBbEKTOB KPUTUYECKON
NHOPpMaLMOHHON  MHpacTpykTypbl  Poccuickon  depepaumm  (panee -
KpuTudeckasa nHopmarMoHHasa NHPPaCcTPYKTypa).

2. WHdopmauma o6 oTcyTcTBMM HEeoBXOOMMOCTU MPUCBOEHUSA OOBEKTY
KPUTUYECKON  MHAOPMALMOHHON  MH(PACTPYKTYpbl  OOHOWM U3 KaTeropum
3Ha4YMMOCTMW.

3. UNHdopmaumna o6 UCKoYeHMn ob6bekTa KPUTUYECKOM WH(OopMaLNOHHON
NHPPACTPYKTYPbI U3 peecTpa 3HaYNMbIX OO BEKTOB KPUTUYECKON MHADOPMaLIMOHHOM
NHPPACTPYKTYPbI, a Takxke 06 M3MEHEHUM KaTeropmm ero 3Ha4mmMocCTH.



4. 'udhopmMaumsa no ntoram NpoBeaeHnsa rocyaapCTBEHHOIO KOHTPosiA B 0bnacTtu
obecrneyeHna 6e30NacHOCTN 3HAYMMbIX OOBEKTOB KPUTUYECKON MHGOPMALMOHHOWN
NHPPACTPYKTYpbl O HapyweHun TpeboBaHuMM No obecrneyeHuto ©e3onacHoOCTU
3HAYUMbIX OOBLEKTOB KPUTUYECKOW WHAOPMAaLMOHHOM  WUHPACTPYKTypbl, B
pesyrbrate KOTOPOro co3[arTcs MPeanochiSikKM BO3HUKHOBEHUS KOMMbHOTEPHbIX
NHLMOEHTOB.

5.  WHdopmaums 0  KOMMbKOTEPHbIX  MHUMOEHTax, CBA3a@HHbIX C
YHKLMOHNPOBAHMEM OO BEKTOB KPUTUHECKON MHAOPMALLMOHHON MHAPACTPYKTYPbI:

Aarta, BpeMsi, MeCTO HaxoXOeHust WM reorpagmyeckoe MeCTOMNoSIoXeHne
obbeKkTa KpUTUYECKOM  MHEOPMALMOHHOM  WH(PACTPYKTYpbl, Ha KOTOPOM
npon3soLlen KOMMNbITEPHbBIN NHUUOEHT;

HanMyme NPUINHHO-CNEeLCTBEHHOW CBA3M MEXOY KOMMbOTEPHBIM MHLMOEHTOM U
KOMMNbIOTEPHOW aTakowu;

CBA3b C APYrMMn KOMMbOTEPHbIMU NHLUMOEHTAMW (I'Ipl/l HaJ'II/I‘-II/II/I);
COCTaB TEXHUYECKUX NMapaMeTpoB KOMIMbOTEPHOIo MHUWAEHTAa,
nocneacTtemAa KOMMbOTEPHOINO MHUMOEHTAa.

6. WHaa wvHdopmauusas B obnactu obHapyxeHud, npeaynpexgeHna  u
NMMKBMOAUMM  NOCeACTBUA  KOMMBIOTEPHBLIX aTak W pearMpoBaHus  Ha
KOMNbIOTEPHbIE  WHUMOEHTbI, MpegocTaBnsemMass CcyObekTamum  KpUTUYECKOM
NHPOPMAaLMOHHON WHAPACTPYKTYPbl M UHBbIMKM HE SBASKOWMMUCA CybbekTamu
KPUTMYECKON NHAPOPMALIMOHHOW MH(PPACTPYKTYpbl OpraHamMmy 1 opraHusauunsamu, B
TOM YUMCII€ MHOCTPaHHbLIMU U MEXOYHAPOAHbLIMU,

NMNpunoxeHune N 2. Nopsaaok npencraBreHus
MHpopMaLnn B rocygapCTBeHHYO CUCTEMY
oOHapyXxeHus, npeaynpexaneHus u
NMUKBMAALUMN NOCNeaACTBUN KOMMbIOTEPHbIX
aTak Ha MH(popMaUMOHHbIe pecypcChbl



Poccuuckoun ®epepauunm

MpunoxeHune N 2
K npukasy ®Cb Poccun

ot 24 nons 2018 rona N 367

1. WHdoopmaunsa, ykasaHHad B nyHkTax 1-4 T[lepedyHa wmHopmaumu,
NpeacTaBfsgeMon B rocyJapCTBEHHYIO CUCTEMY OBHapyXeHus1, npeaynpexaeHnst u
NMKBMOALMM NOCEACTBMMA KOMMbIOTEPHbLIX aTtak Ha WMHEOPMaLMOHHbIE pecypcChbl
Poccuinckon ®enepaumn, yreepxaeHHoro npukaszom ®Cb Poccum ot 24 niona 2018
r. N 367 (pnanee - [llepedveHb), nNpeacTaBndAeTCs B rOCY4apCTBEHHYHO CUCTEMY
oBHapyXeHus, nNpeaynpexaeHns u nMKkeMgaumm nocneacTBUN KOMMNbIOTEPHbBIX aTak
Ha WHopmaumoHHble pecypcbl Poccunckon ®depepauunmn (ganee - NocCOIKA)
denepanbHbIM OpraHoOM UCMNOSIHUTENBHOW BflacTW, YNOSIHOMOYEHHLIM B ObracTu
obecrneyeHna 6Ge30MacHOCTU KPUTMYECKOM WHAOPMAaLMOHHOM MHAPACTPYKTYPbI
Poccuinckon defepaunmn (ganee - YNOMHOMOYEHHLIM OpraH), nyteM ee
HanpaeneHna B HaunoHanbHbIA KOOPOMHALMOHHBLIA LLEHTP MO KOMMbHTEPHbLIM
nHuuaoeHtam (ganee - HKLUKW) He pexe pasa B Mecsl M He NO34HEE MeCSYHOro
CpoKa C MOMeHTa:

BKIIOYEHNST 0OBbEeKTa  KpUTUYECKOM  MHEOPMALMOHHOW  MHAPACTPYKTYpbI
Poccuinckon  depepauumn  (ganee -  KpuUTMYeckas MHJpopMaL MOHHas
NH(PPACTPYKTypa) B peecTp 3HaYUMbIX OOBEKTOB KPUTUYECKOM MHAOPMAaLIMOHHOM

NHJPPaCTPYKTYPbI;

N3MEHEHNA KaTeropym 3HA4YMMOCTW, MNPUCBOEHHOW 3HAYMMOMY OOBEKTY
KPUTUYECKON MHCPOPMaLIMOHHON NHAIPACTPYKTYPbI;

nonyyeHnst Hgopmaumm o6 oTCyTCTBUN HEOBXOAUMOCTUN MPUCBOEHUSA OO BEKTY
KPUTUYECKON  MHGOPMALMOHHON  MH(PACTPYKTYpbl  OOHOWM U3 KaTeropum
3Ha4YNMOCTW;

NCKIMOYEHNST ODbEKTA KPUTUYECKON WHCOPMAaLMOHHON WHPACTPYKTYpbl K3
peecTpa 3Ha4YMMbIX 06 HEKTOB KPUTUHECKON MHAPOPMAaLMOHHOW MHAPPACTPYKTYpbI;



COCTaBSfIEHNs1 aKTa MPOBEPKU MO MUTOraM OCYLUECTBIIEHUS FOCYAapCTBEHHOro
KOHTponsi B obrnactu obecnedeHnss 6e30MacHOCTU  3HAYMMbIX OOBEKTOB
KPUTMYECKON MHGPOPMALMOHHON  UH(PPaCTPYKTYpbl, B KOTOPOM COLEPXKATCH
MHopMaumss O HapyweHun TpeboBaHMM No obecnedeHnto ©e3onacHOCTU
3HAYUMbIX OOBLEKTOB KPUTUYECKON WHAOPMAaLMOHHOM  WUHPACTPYKTypbl, B
pesynbTaTe KOTOPOro COo34alTCs MNPeanochbiSiIkKh BO3HUKHOBEHMSI KOMMbIOTEPHbIX
NHLMOEHTOB.

2. WHopopmaunsa, ykasaHHad B nyHkTax 1-4 [lepedHsa, HanpaeraeTcs
ynonHomoyeHHbIM  opraHom B HKLUKW B doopmatax, onpegerieHHbIX
YMNOSTHOMOYEHHbLIM OpPraHoM.

3. IHdopmauums, ykasaHHas B NyHKTe S NepedHsa, npeacraenseTcs cydbekTamu
KpUTu4yeckon umHdopMaumnoHHon unHdpacTpyktypbl B TocCOINMKA nytem ee
Hanpaenenna B HKLUKW B cootBeTcTBMM ¢ onpegeneHHbiMu HKLKW dhopmatamm ¢
ncnosib3oBaHnemM TexHundeckon mHgpacTpykTypbl HKLIKA, npegHasHadeHHoOn Ong
OTNpaBKK, Nonyy4yeHns, odbpaboTkn U XpaHeHUS1 YBEAOMIIEHUIA 1 3anNpoOCOB B paMKax
MHJ)OPMALIMOHHOIO B3aMMOOEeNCTBUA C cyObekTamu KPUTUYECKOM
MH(POPMALIMOHHOMW  UH(PPACTPYKTYpbl, @ Takke C WHbIMKU He HABMAIWMMAUCA
cyObekTaMn KpPUTMYECKON WHAOPMAaLMOHHOM MHAPACTPYKTYpbl opraHamm W
opraHM3auusmMuM, B TOM YUCfe WHOCTPAHHbIMW U MeXayHapoaHbIMun (fanee -
TexHnyeckas nHdgpacTpyktypa HKLIKI).

4. B cny4ae oTCyTCTBUS NOOKIMIOYEHNA K TexHnyeckon nHdpacTpykType HKLIKA
MHdOpMaLMS HanpaeniseTcs MNOoCPeacTBOM  MOYTOBOW, (PAKCUMWUITLHON  UIn
9NIEeKTPOHHON CBA3W Ha agpeca (TenedoHHble Homepa) HKLIKW, ykasaHHble Ha
odmumanbHOM cante B MHGOPMAaLMOHHO-TESNTEKOMMYHUKaLMOHHOM ceTn "IHTepHeT"
no agpecy: "http://cert.gov.ru”.

5. NHdopmauus, ykasaHHast B NyHKTe S [lepeyHs, HanpaBndeTcs CcyObekToMm
KpuTnyeckon nHopmaumnoHHon nHdpacTtpyktypbl B HKLUKW He nosgHee 24 yacos
C MOM€EHTa OBHapy>XeHWs1 KOMMbIOTEPHOIro UHLUMAOEHTA.

6. HKUKW yBegomnsieT  CyObekT  KpUTMYECKOW  MHEpopmaLMOHHOW
NHAPPACTPYKTYpPbl O MOSIlydeHUM WHJOPMaL UMW, HamnpaBSfieHHON B COOTBETCTBUU C
NYHKTOM 5 HacToswero Nopagka He no3gHee 24 4yacoB C MOMEHTA ee NoJSlyYeHus.



7. WHdopmauma, ykasaHHad B nNyHKTe 6 [lepeyHs, npencraBndeTca B
[ocCOlNKA nytem ee HanpaeneHns B HKLIKW nocpeactesom no4toBOW,
PakCUMUILHON UM 3NEKTPOHHOW CBA3W Ha agpeca (TenedoHHble Homepa)
HKLUKW, ykasaHHble Ha  odwmuwnanbHOM  cante B MHGOPMAaLNOHHO-
TernekoMMyHuKaumoHHoM ceTn "UHTepHeT" no agpecy: "http://cert.gov.ru”.

8. [llpn HanMuuMM nNOOKMOYEHNA K TexHudYeckon WHgpacTpyktype HKLKU
MHJpopMaLms, ykasaHHas B NyHKTe 6 [lepeyHs, HanpaBrigeTcs MocpeacTBOM
MCMNOSIb30BaHUA JAaHHOW MHAPACTPYKTYPbI.

9. WHdopmauunsa, ykasaHHaa B nNyHKTe 6 [lepeyHs, npencraBndeTca B
[ocCOlMNKA B CpoKM, [OocTaTOuHble A1 CBOEBPEMEHHOrO NpoBeaeHUs
MEPONPUATUA MO ODHApPYXEHUIO, NpeaynpexaeHnio 1N nNMKeMgaumm nocnencTeumn
KOMMNbIOTEPHbIX aTaK U pearMpoBaHUIO Ha KOMMbIOTEPHbIE UHLUOEHTLI.

OIEKTPOHHbBIN TEKCT LOKYMEHTa
nogrotosneH AO "Kogekc" n ceepeH no:
OuumanbHbIM HTEPHET-NopTarn
NnpaBoBOW MHJpopMaLMn
www.pravo.gov.ru, 10.09.2018,

N 0001201809100002
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